Process Flow

Identify each step on the process chart by

matching its number to its corresponding PY

description in the list below. @ lll Preliminary
1 Screening

\./_ Submit Extension Request

9/_ CEA assigns Disposition \./ Submit Mitigation

\./. Review the Dashboard \./ CEA Screen & Review g
\./ Complete Milestones \./ Consolidate Milestones (if necessary) é:
\./. Create a Finding \./ NERC Review (Mitigation Plan only)

\./_ Respond to Mitigation RFls \./ Respond to RFls

Log into Ali T
\./_ og into Align \./ Update/Resubmit mitigation
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Accessing Reviewing the Creating a Updating a Respondingto  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated

Align Dashboard Finding Finding an RFI Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Accessing Align

From the Align Log-in
Page

(T s ULp w | P
@ Enter your Align User BWise Logon

Name
User Name:

@ Enter your Align Password:
Password I ‘
" °’ 0K I Cancel J
Click the OK button ‘ '
@ A (A5 :

—

o

Application Exercise 1.1
Using the "Logging into Align" User Reference Guide (URG pg. 4), log into the
system using your username and password.

Mouse over for more information (@ Previous Page | Next Page ®)
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Reviewing the Creating a Updating a Respondingto  Responding to Mitigating
Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks
something like the model on the right.
G) Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Respond to RFls

@ Create a Finding Submit extension request
@ CEA Screen & Review @ NERC review (Mit Plan only)

@ Respond to any RFls @ Complete milestones

@ CEA assigns Disposition @ Consolidate milestones
(if necessary)

@ Submit mitigation

Status
Progression

Responding to
Mitigaiton RFls

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion

(® Previous Page

Incomplete Consolidated
Status Mitigations

o e e o

Next Page (®




Align Learning Resources

User Resource Guide (URG)

Q
@

LGN

Align Video Series
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Training session structure

Applicable Requirement

Applicable Part{s)

Applicable Reliability

Function{s)

CIP-002:5.1a R2.

CIP.002:518 R2.1. = CIP.D02:5.1a R2.2. x

Reglon — Jurésdiction in
which the Potentia
Noncompliance occurred

Cther Region —
Jurisdiction(s) where you
are reporting this Potential
Noncompliance

Breaks

Wiven was the Potential

HNoncompliance

discavered?

How was this Potential

Noncompliance
discovared?

Please describe the
Potential Noncompliance
In detail @

Discovery and Description

(.

When did the Potential
Noncompliance start?

What is. the basis for yous
selecting this start date?

s the Potential
Moncompliance stil
ceourring?

Form filling with nonsensical data

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION
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WebEx or other virtual training application



Reviewing the Creatinga Updating a Responding to  Responding to Mitigating
Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations

@ Previous Page | Next Page ®
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Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Dashboard Finding Finding an RFl Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Creating a Finding '

Logging In

To create a finding in Align,
navigate to the Compliance

) 3 i B M My Align
Monitoring View Gompliance Monitaring

q Enforcement Processing ~
Mitigation Management
i Welcol Reportin This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports
@ CIICk the dropdown Cliy and Se ,,?m,g -y ‘ing section. Inthe Enforcement Processing section, you see the status of Findings (both those you created and
those created by your Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

. . . MY TASKS STATUS OF MY FINI
@ Select the Compliance Monitoring .
= e

w

NEWS AND UPD

liance Monitoring

- Create New Self Report or Log

@ Click Create Finding ‘ — - REISTWIDNS EEICABI
Application Exercise 1.3

Using the "Create a Finding” User Reference Guide (URG pg. 8-20), create and
submit a self-report on the Align platform.

INSTRUCTIONS

This is the Registered Enity Self Reporting and Logging page  On the left, you can view a set of H
Registration. Based on that, you can browse ko a specific Requirement and create a Self Report (of
program) Below you can el any drah Seif Reparts or Logs you have nol yet submtted To see

progress, select e Enforeament Processing activiy ffom the pull-down on the Lppe lef

m Mouse over for more information (@ Previous Page | Next Page ®
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Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations

@ Previous Page | Next Page ®




Reviewing the Creating a Updating a Respondingto  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated

Logging In

Dashboard Finding Finding an RFl Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Updating a Finding (Sorting)

@ From the Dashboard, click @ Myalign v Align For Entities
tthe dropdown Arrow to B My Aign T oty Exllentd ek Eammpr

change the view Compliance Monitoring
HNEWS AND UPDATES
A Enforcement Processing o
Miti M t
@ Select the Enforcement i omlion Managemen -’y Enforcement Processing
0 Reparting
ana se = .

those created by your R

Processing view

B8 My Findings

You can sort or filterthe My s \ F
- n UNIQUE ID s . N ==
Findings’ table by any column _ CRLEE 3 MONITORING e 1p Recion  NEATCIN TRATION

a 2020-00105

to help you locate the finding o — — " s 14 SortAscending |
youess IOOklnngf. Sl I-Report 2020-00133 RF 121207 WECC
2 " 2020.00124 | 20-D00076.R 10 Columns. »
=If-Report 2020-00126 RF |200-RF in R

@ To sort over over a column title & 2020-00123 | 20 000080 R — :

and click the dropdown arrow focMigaton 2020.00122 | 25.000081.8 Gl ik i e TR A U
@ (S:“C:;he s°r;_Asce”gi”3t°r Application Exercise 1.4

ort Descending option to ) " . e w .
rearrange the table by the Using the "Updating a Finding” User Reference Guide (URG pg. 21-24), add
data in that column information to an existing self-report on Align.

ray Cas

@ Previous Page | Next Page ®)



Reviewing the Creatinga Updating a Responding to  Responding to Mitigating
Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations

@ Previous Page | Next Page ®
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_——

Logging In

Responding to an RFI

When your CEA or NERC ETTE )
sends an RF, you’ll see it (Ep—
appear on your dashboard. AeN

Wezloome 1 Retegss 1 ol e Align sser! This & pou DeshBoand siwer. Navigaie 1 sssiam by ssecing schviles stows. You Gan Grehs Sul pors
w0 Bl Lusggs S B Gonrprlancs Worstori g seclion b B Snurcanmd B ovessiing ool yoo wee lie slaus of Fa s (0ol Duse oo u el s
Tuere coaand by o Regonsl i e Miigation Maragement sscion vos can e s mansce MIgaig Adieies snd Migeion Pas

@ Click the Unique ID of the = R 2020-00124 | 20-000CTE-R
RFI - —

@ Click the Respondent
Contact dropdown and
select the appropriate . .
name. : s R e Jpe—

AR aresnsnn

iz o
—

Application Exercise 1.5
Using the User Reference Guide (URG pg. 25-26), respond to the RFI on the
finding you created in module 1.3.

m Mouse over for more information (® Previous Page | Next Page ®)
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Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Reviewing the Creatinga Updating a Responding to  Responding to Mitigating
Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Logging In Reviewing the Creating a Updatinga Respondingto  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated

DESEN] Finding Finding an RFl Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Submitting Mitigating Activities 2 g

-
".‘:“"_-

@ Select the Submit for CEA Mitigation Milestones
Review option from the )
. MILESTONE ID
Action dropdown -

. If you are ready to submit

the mitigating activities,
click the Save and Action
button

Action @’ x -
@ If you want to save the data

you have entered without
submitting, click the Save A

button Application Exercise 1.7
Using the User Reference Guide (URG pg. 28-33), update and resubmit your
mitigation activities.

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION D. REVISED PLANNED COMP ACTUAL COMPLETION DATE

tive: Control Task 1

0202

Instructions  When ready for Region Review anstanroval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below.

E Mouse over for more information @) Previous Page | Next Page ®



Reviewing the Creatinga Updating a Responding to  Responding to Mitigating
Dashboard Finding Finding an RFI Notifications Activities

Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations

@ Previous Page | Next Page ®




Status
Progression

Reviewing the
Dashboard

Creating a
Finding

Updatinga
Finding

Responding to
ELL

Responding to
Notifications

Mitigating
Activities

Logging In

pas

i My Align

If your CEA or NERC (for Mit
Plans) needs more information
to complete their review of your
mitigation, they may send an RFI
for Mitigation. To respond:

O

B My Dashboard and Tasks

AuieN

Welcome to Release 1 of the Align system! Th Original Finding
and Self Logs from the Compliance Monitoring R
those created by your Regions). In the Mitigatit

e stor

Requestor Comments

Click the Unique ID of the RFI
for Mitigation on dashboard

MY TASKS

UNIQUE ID

Select a Respondent Contact 202000105
from the dropdown and enter tigation Plan

any comments into the i

2020-00120

Data Looker In3

2020-00112
Respondent Comments field o
RFI for Finding 2020-00124 | 20-000078-R
@ Upload any evidence into the G i —
EVidenCe Locker using the RF| for Miligaiio 202000122 | 20-000081-R Action

Responding to
Mitigaiton RFls

Updating Mitigations: Mitigation RFIs

3 Submil Ewdence or Altachments refated 12 (his Request via Deta

Milestone
Extensions

Consolidated
Mitigations

Mitigation
Plans

Completing
Milestones

Incomplete
Status

Scope
Expansion

~

2020-00108 | 20-000086-R

Request for Information

202000108

MRO Edier 1 NCRY99E99 EQNOT 1

Please upioar the daia we discussed in fhe evidence
locker

May 18, 2020

Juna 17, 2020

Evidence and Attachments

civer wilh (e following reference number.

202000108

If you are nosting your own Data Locker. please provide 2 hypedink 1o your locker in the comment section above.

Action

AcKNoWizageREspana

reference number provided
Application Exercise 1.8
Click the Save and Action button

O,

to submit your response

mitigation activities.

Using the User Reference Guide (URG pg. 34-35), update and resubmit your

i

@) Previous Page | Next Page ®



Reviewing the Creatinga Updating a Responding to  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated

Logging In Dashboard Finding Finding an RFI Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Updating Mitigations: Milestone Extension Requests :

TS

To request a mitigation
milestone extension:

@ Navigate to your My

Active Mitigations

@ Click on the relevant
mitigation record to

highlight it (do not click
the Unique ID)

@ Click the + button in the

‘Request Extension’
column for the milestone
you need to extend

ALTIVE RECUES TS FOSUINFCAMAIION

o [ TAENT

07

Application Exercise 1.9
Using the User Reference Guide (URG pg. 38-40 ), update an active mitigation
with an extension request.

=
=
==

m Mouse over for more information @ Previous Page | Next Page ®



Reviewing the Creatinga Updating a Responding to  Responding to Mitigating
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Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Reviewing the Creating a Updating a Respondingto  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated

Logging In

Dashboard Finding Finding an RFl Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

Updating Mitigations: Incomplete Status |

Mitigation Management Align For Entities

If your CEA verifies your
mitigation as complete, it will
show up as Complete (a) on
your ‘My Active Mitigations”
tab. If not, your CEA will send
it back for you to add what is
missing, and it will show up
as Incomplete (b).

- My Active Mitigations A A " Test Entity Editor 1 Test Ene

DATE
SUBMITTED

COMPLETION
DATE

e - REGION AND e g
STANDARD REQ B STATUS
TANDARD i bt ART DATE TATU

TYPE UNIGUE ID

202000124

Hligaing Activt 20200023 ] TESTD0200 - TESTO0200-RF in RF 1412 51

202000104

202000125

202000121

@ Click the Unique ID of the Verification

Incomplete mitigation
CEA Verification Action

Scroll down to the Verification Verification Comments  Missing a completion date °)
= : Shared with Entity
section and read the CEA’s
comments

Application Exercise 1.10
@ Update the mitigation according Using the User Reference Guide (URG pg. 42), submit a mitigation entry with an

] “incomplete” status for verification.
clicking the Save and Action buttc

e 5 S

(® Previous Page | Next Page ®
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Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Reviewing the Creatinga

Logging In

If your CEA decides that the
Mitigating Activities you
submitted need to be converted
into @ Mitigation Plan, they will
send it back to you to resubmit.

To open the Mitigation Plan,
EITHER:

Click the Unique ID of the
Mitigation Plan on the
dashboard

--OR...

Navigate to the My Draft
Mitigtions tab and click the
Unique ID of the Mitigation
Plan

Updating a
Dashboard Finding Finding

Responding to

Type

Registration

Applicable Requirement
Applicable Part(s)

Applicable Reliability
Function(s)

Region-Jurisdiction(s) in
Which the Potential
Noncompliancg occurred

)

Region Review Results

CEA Comments

Responding to
an RFI Notifications

2020-00152

Status
Progression

Milestone
Extensions

Consolidated
Mitigations

Mitigating
Activities

Responding to Mitigation
Mitigaiton RFls Plans

Completing Scope Incomplete
Milestones Expansion Status

_——

General Information

Mitigation Plan Related PNC  2020-00152 CEA MRO

NCRO393999 - Second Game Day Friday Enfity in MRO

CIP-008-5 R3, Registered Entity Contact  Please provide a point of contact for this mitigation.
CIP008 5R3 Part2 FIRST NAME LAST NAME
RC
) This lable is empty
MRC-US

4 My Draft Mitigations

Application Exercise 1.11
Using the User Reference Guide (URG pg. 36-37), identify your mitigation plan

and submit it for CEA processing.

“ E——————

@ Previous Page | Next Page ®
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Release 1 Process Flow

Logging In

The focus of release 1 is the life cycles of
self-logs and self-reports, but there are in-
terim ways to handle other kinds of findings
as well; at a very high level the scope looks
something like the model on the right.

Log in to Align Update/Resubmit mitigation
Review the Dashboard Respond to RFls

Create a Finding Submit extension request
CEA Screen & Review NERC review (Mit Plan only)
Complete milestones

Respond to any RFIs

Consolidate milestones
(if necessary)

CEA assigns Disposition

Submit mitigation

Status
Progression

Responding to
Mitigaiton RFIs

Preliminary
Screening

Mitigation
Plans

Milestone Completing Scope
Extensions Milestones Expansion Status

Incomplete

N e e

b,
=

Consolidated
Mitigations
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Reviewing the Creatinga Updating a Respondingto Responding to Mitigating Status Responding to Mitigation Milestone Incomplete Consolidated
Dashboard Finding Finding an RFI Notifications Activities Progression Mitigaiton RFls Plans Extensions Status Mitigations

Managing Consolidated Mitigations

Logging In

If your CEA consolidates more than

one of your findings under the

same Enforcement Action, only one s . E - MItizatoliManage it g
of the mitigations associated with - J- My Draft Mitigation: UL e i Consolicated Mitigations
those findings will stay active. The ; o
rest will move to the Consolidated ——
MitigatioltiRl TYPE UNIQUEID & oot'el

@ Click the Unique ID of any
consolidated mitigation to
review °>

@ All consolidated mitigations
are read-only, so you cannot

edit anything at this point. Application Exercise 1.12
However, Align preserves the . . . ies .

mitigation in case you need to Using the User Reference Guide (URG pg. 43-44 ), edit a mitigation entry by
copy any information from the copying and pasting information from any entry in the consolidated mitigations

consolidated mitigation into tab then save or submit the it for CEA review
the active mitigation

CONSOLIDATED MITIGATIONS

DATE

REGISTRATION SUBMITTED

(® Previous Page | Next Page ®)
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