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Align User Guide

Welcome to Align. Along with the Align instructional videos, this user guide will help
you navigate through all of the features included in release 1. Click on a topic in the
list below or in the ribbon above to begin.

@ Accessing Align @ Mitigation Status Progression

@ Release 1 Scope Responding to a Mitigation RFI
@ Reviewing the Dashboard @ Requesting a Milestone Extension
@ Creating a Finding @ Mitigation Plans

@ Updating a Finding @ Scope Expansion

@ Responding to an RFI The Incomplete Status

@ Responding to Notifications @ Completing Milestones
Mitigating Activities Consolidated Mitigations
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Accessing
Align

Release 1 Process Flow

Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

Responding to
an RFI

Responding to
Notifications

Mitigating NES Responding to Mitigation Milestone Completing Scope Incomplete Consolidated
Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

The focus of release 1 is the life cycles of \ ‘
Self-Logs and Self-Reports, but there are in- N/ | S

terim ways to handle other kinds of findings preliminary —
as well; at a very high level the scope looks - S m |
something like the model on the right. | " , el

Dismissal

Vo

h-----------’

Log in to Align Update/Resubmit mitigation
CEA
Processing

Review the Dashboard @ Respond to RFls

Create a Finding Submit extension request

Mitigating Activities Only

CEA Screen & Review @ NERC review (Mit Plan only) ._ {

Respond to any RFls @ Complete milestones
Verification

CEA assigns Disposition @ Consolidate milestones

(if necessary)

Submit mitigation
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]
.

Accessing Align =

In order to access Align, you will need an ERO Portal account. NERC R ,
2 ] > ~
If you do not have an account, you can register for one at R L D L T e -

https://eroportal.nerc.net.

* My Profile My Resources - My Applications « Research =

@ From the ERO Portal, select Request Application | iy i | 3..: e
Access from the My Applications dropdown : P~
y ApP & ome Request Application Access e \%
@ Click the Create New Application Access Request ° - — s
Create New Application Access Request .
button
S Entity #
@ Select your entity ° |
= Requested Application Role # E
S '
@ Select the role that you need from the Requested Appli-
cation Role dropdown: e Rigusster Commsnts =
Editor (able to create/edit findings) T
Reader (able to read findings) .
Submitter (able to create/edit/submit findings) i _
@ Click the Submit button \ A
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Accessing Reviewing the Creating a Updating a
Align Dashboard Finding Finding

Accessing Align

From the Align Log-in
Page

Enter your Align User
Name

@ Enter your Align
Password
@ Click the OK button

m Mouse over for more information

Responding to
an RFI

Responding to
Notifications

Mitigating NES Responding to Mitigation Milestone Completing Scope Incomplete Consolidated
Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion Status Mitigations

7?""‘""’“ T

. -

-
- ey

B 5y e
BWise Logon

User Name:
Password:

e) (0] .4 | Cancel I
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Reviewing the Dashboard

@  MyAlign Align For Entities

Access the Align
Dashboard

HH My Dashboard and Tasks Test Entity Editor 1 Test Energy Co.

AuiaN

Welcome to Release 1 of the Align system! This is your Dashboard screen. Mavigate the system by selecting activities above. You can create Self Reports

and Self Logs from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and
those created by your Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

a) M y Ta S ks Yy €g ) g ge ¥ g gating g

b) Status of My Findings D MY TASKS D STATUS OF MY FINDINGS

UNIQUE ID

NEWS AND UPDATES

Notice the two sections:

2020-00105

2020-00105

General Information

To open a task, click Mitigation Plar 2020-00120
the Unique ID Mitigation Plar 2020-00112

Type  Mitigation Plan Related PNC  2020-00105 CEA RF

Registration  TEST00200 - TEST00200-RF In RF

Applicable Requirement  PRC-005-6 R3. Registered Entity Contact  Please provide a point of contact for this mitigation.

2020-00124 | 20-000076-R

TO C|OS€ a task, CliCk Applicable Part(s) FIRST NAME LAST MAME
RFI for Finding 2020-00123 | 20-000080-R RF Applicable Reliability GO ) -
th e X Function(s) & This table is empty

1 - - . . Region-Jurisdiction(s) i RF-US
tigation 2020-00122 | 20-000081-R  RF e e

Noncompliance occurred

2020-00121

Review Results and Due Date

Region Review Results  Submit as Mitigation Plan NERC Review Results

CEA Comments NERC Comments

New Submission Due Date

5 20 25 30 35 40 45 50

Root Cause and Interim Risk Reduction

Root Cause  The cause was fallure to have adequate controls in place to ensure testing was completed. The entity also failed to have the relays in the tracking system.

. .
v nncon | s JRRR =

m Mouse over for more information (@ Previous Page ‘ Next Page ®
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Reviewing the Dashboard (Sorting & Filtering) | o

Each table in Align My Algn N
G//OWS you to Sort Or H My Dashboard and Tasks
Filter by any column. [} e

AuiaN

Hover over a column

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities
t|t|e an d cl |Ck th () Monitering section. In the Enforcement Processing section, you see the status of Findings (both those you created ane
can edit and manage Mitigating Activities and Mitigation Plans.

HH My Dashboard and Tasks

+" Assigned To Me

AuiaN

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by se
Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those
can edit and manage Mitigating Activities and Mitigation Plans.

dropdown arrow

From the dropdown, you

MY TASKS

REGION

can sort alphabetically i . ortee ST o | REGION
[>| RFiformiig [Z SortAscending |5, MRO NCR B e DIECRE i

(a)r ChOOSE COIUmnS tO 'D[ o Bescsing Compliance Exception 2020-00107 MRO
show or hide (b), or enter RFI for Mitigalll 26-R MRO NCR9999999 | ieter ) o
teXt tO Filter the ta ble by RFI for F i i 30-R MRO Y ﬂqieg:"gg RFI for Mitigation 2020-00108 | 20-000026-R MRO i

RFI for Finding = fu, .Au-w.- . is:mfz a99 Emd ERcTrack Letier 2020:00081 e &
You can also filter the RFI for Finding 2020-00621 | 20-000120-R MRO i
table to show onIy RFI for Finding 2020-00707 | 20-000210-R RF

items assigned to you
by clicking the Assigned

to Me checkbox

(® Previous Page ‘ Next Page ®
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Reviewing the Dashboard

The Align Dashboard o My Align Align For Entities v B
pro Vides a SnapShOt Of B My Dashboard and Tasks Test Entity Editor 1 Test Energy Co. C—)
your current tasks, but 1 NEWS AND UPDATES
you’ll need to change
views to access other
important information

. MY TASKS STATUS OF MY FINDINGS
and actions. REGION

TYPE UNIQUE ID OR LRE STATUS NCR REGISTRATION STANDARD REQ DUE DATE

Welcome to Release 1 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports
and Self Logs from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and
those created by your Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

Preliminary Screening

To change views: —— D  MyAlign

. SH111202 PNC Review .
My Align
Click the dropdown - i M ' e .
arrow at the top of S Compliance Monitoring 5 Find, Fix, Track :
the screen Enforcement Processing ) 2202 =
pAnce | i Enforcement Processing
@ Click on the view that = Mitigation Management
you need to see Welcol Reporting his is your Dashboa SN

andSe. ____ . .1g section. In the Ei
those created by your Reg|ons) In the Mltlgatlon Management s¢

MY TASKS

m Mouse over for more information (® Previous Page | Next Page ®
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Creating a Finding

To create a finding in Align,
navigate to the Compliance e
Monitoring View | Gompliance Monftoring

Enforcement Processing

My Align

NEWS AND UPD

Mitigation Management

i Welcol Reportin This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports
Cl ICk th = d ropdown ariees and Se.. __E? .. _g . o -.ing section. In the Enforcement Processing section, you see the status of Findings (both those you created and
those created by your Reglons} In the Mltlgatlon Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

- - - MY TASKS STATUS OF MY FINI
Select the Compliance Monitoring

view

TYPE

™~ Compliance Monitoring v

4 Create New Self Report or Log

MY REGISTRATIONS INSTRUCTIONS

Click Create Finding

e | 5
- is is the Registered Entity Self Reporting and Logging page. On the left, you can view a set of
Create Registration. Based on that, you can browse to a specific Requirement and create a Self Report (o)
L Finding program). Below you can edit any draft Self Reports or Logs you have not yet submitted. To see
Create progress, select the Enforcement Processing activity from the pull-down on the upper left

Finding

Page | 1 of 1 &
MY DRAFTS
—
i ’ STANDARD AND APPLICABLE REGION(S) AND

TYPE UNIQUE ID REGISTRATION ( START
- i i REQUIREMENT FUNCTIONS JURISDICTION %

2020-00134 EST00200 - TESTO0200-RF in R
=

| i | Mouse over for more information (@ Previous Page ‘ Next Page ®
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Creating a Finding aN

Create Finding 2.0

Review the rEIQVGnt Standard SELECT APPLICABLE REQUIREMENT
and create a new finding

REQUIREMENT

@ Click on a Standard & Requirement CiP.003.7 . Standardand ~ CIP-003-7 | R1.

‘ Requirement Create Finding 2.0
to review

Requirement  Each Responsible Entity shall review 2

Language approval at least once every 15 calend
documented cyber security policies thi
following topics:

@ Review the Ianguage in the rlght panEI — Time Horizon(s) Operations Planning Violati

SELECT APPLICABLE REQUIREMENT

CREATE CREATE
SELF-REPORT SELF-LOG

STANDARD REQ

CIP-002-5.1a R1 + L]

Factd

R2 + [

Measure M?1. Examples of evidence may includi

documents; revision history, records o CIP-003-7 R1 + .
@ Click + in the “Create Self-Report” or . ety sl W = 3 .
“Create Self-Log” column B | e — ‘ " s
Requirement BA i & + .
Applicability TOP
;% CIP-004-6 R1 <+ .
QOP CIP-004-6 R2 + .
Additional  4.1. Functional Entities: For the purpose| “'""%*® R4 + ®
Applicability  herein, the following list of functional e I | + .
CIP-005-5 R1 + .

| i | Mouse over for more information (@ Previous Page ‘ Next Page ®
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b
N

Creating a Finding aiN

b |

b, T

AN
Ensure the Requirement

Parts and Reliability
Self Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a Reliability Standard. Self-Reports are encouraged regardless of whether the Reliability
y H Standard requires reporting on a pre-defined schedule in the Compliance Program or whether the violation is determined outside the pre-defined reporting schedule.
Functions are applicable R —— i P portrg

Create a Self Report

Complete the information on this form and Save your Self Report as a draft. You can access draft Self Reports and Self Logs under the My Drafts section of the Create Finding tab and continue editing until

for the SE/_f-Report, you are ready to submit.

General Information

Remove any Parts or
Funct_lons that do nOt Registration TEST00200 - TEST Energy Corp. in WECC

Applicable Requirement  CIP-003-7 R1. Region — Jurisdictionin WECC-US
which the Potential Non-
apply' Applicable Part(s) CIP-003-7 R1. Part 1. » CIP-003-7 R1. Part 1. Compliance occurred

CIP-003-7 R1. Part2. » CIP-003-7 R1. Part 3. Other Region -

Click X to remove N are reporting s Potandal ?
CIP-003-7 R1. Part6. » CIP-003-7 R1. Part 7. x Non-Compliance

Applicable Parts CIP-003-7 R1. Part8. »  CIP-003-7 R1. Part 9. x

CIP-003-7 R1. Part 1. x  CIP-003-7 R1. Part2.

CIP-003-7 R1.Part 3. x CIP-003-7 R1. Part4. x

° Click X to remove any CIP-003.7 R1. Part5. »  CIP-003-7 R1. Part 6.
Reliability Functions

Applicable Reliability* | go x v
Function(s)

/.

| i | Mouse over for more information (@ Previous Page ‘ Next Page ®




Accessing
Align

Reviewing the
Dashboard

Creating a
Finding

Updating a Responding to
Finding an RFI

Creating a Finding

Add any Applicable Parts
and Functions not includ-

=

Create a Self Report

Complete the information on this

you are ready to submit.

Responding to
Notifications

Self Reports are encouraged at
Standard requires reporting on &

Click the Arrow to open
the drop-down list

Registration

Applicable Requirement

Select the Part from the
list

Applicable Part(s)

Click the Arrow to open
the drop-down list

Applicable Reliability *
Function(s)

Select a Function from
the list

Mouse over for more information

Mitigating
Activities

BAL-001-TRE-1 R10. Part
BAL-001-TRE-1 R10. Part
BAL-001-TRE-1 R10. Part
BAL-001-TRE-1 R2. Part 1
BAL-001-TRE-1 R2. Part 2

BAL-001-TRE-1 R2. Part 3.

Status Responding to
Mitigaiton RFls

Progression

1.

2.

9

BAL-001-TRE-1 R6. Part 1.

BAL-001-TRE-1 R6. Part 2.

BAL-001-TRE-1 R6. Part 3.

BAL-001-TRE-1 RS. Part 1.

CIP-003-7 R1. Part 1. x
CIP-003-7 R1. Part 2. x
CIP-003-7 R1. Part 4. x
CIP-003-7 R1. Part 6. =
CIP-003-7 R1. Part 8. =
CIP-003-7 R1. Part 1. =
CIP-003-7 R1. Part 3. =
CIP-003-7 R1. Part 5. =

CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.
CIP-003-7 R1.

Mitigation
Plans Extensions

Jave, violated a Reliability Standa
violation is determined outside ti ﬁ:i\.

Self Reports and Self Logs unde \

Milestone Completing Scope

Milestones Expansion

Create a Self Report

you are ready to submit.

Self Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a Reliabi
Standard requires reporting on a pre-defined schedule in the Compliance Program or whether the violation is determineg

Complete the information on this form and Save your Self Report as a draft. You can access draft Self Reports and Self

Incomplete Consolidated
Status Mitigations

General Information

Registration BA
Applicable Requirement DP

DP-UFLS
DPUF

Applicable Part(s)

Applicable Reliability * | @
Function(s)

B3 cos

(@ Previous Page

Region
which t

Comiees

Jurisdicti
are reporti

‘ Next Page ®



Accessing Reviewing the Creating a Updating a Respondingto  Responding to Mitigating Status Responding to Mitigation Milestone Completing Scope Incomplete Consolidated
Align Dashboard Finding Finding an RFI Notifications Activities Progression Mitigaiton RFls HEGT Extensions Milestones Expansion Status Mitigations

\

Creating a Finding S))

o
&
3w

Se/eCl‘ addiﬁonal Regions : Create a Self Report
to add to the finding, if
hecessary.

Instructions

Self Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a Reliability Standard. Self-Rt FRcc-UsS
Standard requires reporting on a pre-defined schedule in the Compliance Program or whether the violation is determined outside the pre-defi

i MRO-MB
ClICk the ArrOW to Open Complete the information on this form and Save your Self Report as a draft. You can access draft Self Reports and Self Logs under the My C e
R are ready to submit.
the drop-down list e
MRO-US
. NCEA-US
@ Select the Region from General Information e
the list
Registration TEST00200 - TEST Energy Corp. in WECC NPCC-NS
. . Applicable Requirement CIP-003-7 R1. Region - Jurisdiction in
You can Save the findin which the Potential Non.
g g Applicable Part(s) CIP-003-7 R1.Part1. x CIP-003-7 R1. Part 1. x v Compliance occurred NPCC-QC
as a draft at any time. To CIP-003-7R1. Part 2. »  CIP-003.7 R1. Part 3. Other Region— | NPCC-US c
CIP-003-7 R1. Part4. x  CIP-003-7 R1. Part 5. x Jurisdiction(s) where you || -
sa Ve . are reporting this Potential
. CIP-003-7 R1. Part6. x CIP-003-7 R1. Part7. x Non-Compliance

CIP-003-7T R1.Part 8. »x CIP-003-7 R1. Part9. x
CIP-003-7 R1. Part 1. x CIP-003-7 R1. Part 2. x

Click the Save button CIP-003-7 R1. Part3. » CIP-003-7 R1. Part 4. x
CIP-003-7 R1. Part5. »  CIP-003-7 R1. Part 6. »

Applicak

(® Previous Page ‘ Next Page ®
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Creating a Finding il

Click the X to close the
. REQUIREMENT
Standards window :
PAN

) Compliance Monitoring
@ Click the Refresh Icon to see

your new draft in the Draft 2t CIOMB SRA0NHbrLog
Findings SeCl'ion MY REGISTRATIONS 2020_00138

REGISTRATION
Click the Unique ID to open
your finding

As you fl// out the rest Of When was the Potential w
the form, notice that some MY DRAFTS T Hon
fields have a gray question

mark icon (a). Hover over
these to see a description of
what information the field is
requesting.

Discovery and Description

UNIQUE ID A REGISTRATION

What
How was this Potential | sele

Non-Compliance
discovered?

2020-00138 EST00200 - TESTI

@ ’ 2020-00134

D How was the issue discovered? Was the issue discovered by an internal
control? ((e.g., a specific detective control, CVA, extent of condition as part of

mitigation for another issue, etc.).") If discovered through detective controls,

explain how the detective control led to the discovery of the noncompliance.

~

Please describe the
Potential Non-Compliance

in detail

(® Previous Page | Next Page ®
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Creating a Finding

SR

Action

Once you have completed

0 0 V4 Instructions  When you are ready to submit your Self Report for D Action* | No Action

th e ﬁn dlng form, yOU /l n eed screening and review as a Potential Noncompliance, set

the Action to Submit. You can sumbit your mitigations ) Suti _— ;‘_"”if‘”
y with your finding by checking the box, or wait and submit eview with Finding
to SEIECt an A Ctlon from th e them seprately from the My Mitigations tab. If you want
_ to delete this draft, choose Delete. Once you have

selelcted the appropriate Action, click Save and Action.

A Ct-lon drop do Wn (a)' To save without taking action, click Save. To close

without saving, click Close.

Non-Compliance
discovered?

Custom validation emror: When was the Potential Non-Compliance discovered? L

. . Warng You have not selected an Action. If you C
/f yOU try tO SmeIt the ﬁnd' ml A Noflow evaluates 1o true click Save and Action, youvﬁllreceivey?hiserror How was this Potential AU LS]
ing without selecting an Ac-
tion, you will get an error (b).

message. Non-Compliance
You can either click Save, or you can choose an discovered?
Action (either Submit or Delete) and then

click Save and Proceed.

Is the P
Co

Please describe the
Potential Non-Compliance
in detail

Select the Submit Option m iose

in the Action dropdown

Action
Click the Save and Action _ _ _ .
Instructions  When you are ready to submit your Self Report for Action* | Submit
R screening and review as a Potential Noncompliance, set . =
button to submit the Action to Submit. You can sumbit your mitigations Subemit Mitigations for
with your finding by checking the box, or wait and submit Review with Finding?

them seprately from the My Mitigations tab. If you want
to delete this draft, choose Delete. Once you have

If you have left any required s et g o, ik Sov. T
. . without saving, click Close.

fields blank, the form will ?

identify where you are missing

information (c). [save andction | save R

(® Previous Page ‘ Next Page ®
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Creating a Finding N

Scroll to the Discovery
and Description section
to complete the finding.

2020-00138

Discovery and Description

When was the Potential | When did the Potential l ‘ A
Non-Compliance A Non-Compliance start?
@ Select the Date the PNC discovered? —
: = What is the basis for your Paragaph ~ B I = £ & h B
discovered How was this Potential — selecting this start date? =

Non-Compliance I
discovered? ¥

@ Enter an Explanation &
of how the PNC was ) - :
discovered ' Is the Potential Non- =

Please describe the & Compliance still
Potential Non-Compliance occurring?

@ Enter a Description of in detail N
the PNC e

| i | Mouse over for more information (® Previous Page | Next Page ®
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\

Creating a Finding SIS

R

o
&

Select the Date the 2020-00138
PNC started

Discovery and Description

Enter an EXpla nation When was the Potential | When did the Potential l

why you selected the Nonﬁ:g;;:{léz::;g A Non-Compliance start?
What is the basis for your Paragraph ~ B
start date How was this Potential - selecting this start d);te?
Non-Compliance I
discovered? ¥
Select Yes or No if the A )l
PNC is still occurring
= Is the Potential Non- [

Please describe the = Compliance still
If you selected ) [ Potential Non-Compliance occurring?
select the Date you re- in detail
turned to compliance A

Is the Potential Non- No

Compliance still
occurring?

When did you return to )

compliance?

[i]

Mouse over for more information (@ Previous Page ‘ Next Page ®
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Creating a Finding

To complete the Extent of Condition and Root Cause section:

Indicate if the Extent
of Condition Review
has been performed

by selectlng Yes, NO, or If yes, what wasl/is the
In-Progress Extent of the Condition?

If you selected yes,
describe the Extent of

Condition

Enter the cause(s) of
the PNC

Has an Extent of Condition
Review been performed?

| 1 | Mouse over for more information

Extent of Condition andRoot Cause

-t N

Yes X What cause(s) led to the Paragraph
Potential Non-
a 1) Lo li ?7 ¢ Staff failur
Was verified inpRarice e

(® Previous Page ‘ Next Page ®



Accessing
Align

Reviewing the Creating a Updating a Respondingto  Responding to
Dashboard Finding Finding an RFI Notifications

Creating a Finding

To complete the Risk and Impact section:

Indicate the level of
Potential Impact to

the BPS as Minimal, Risk and Impact

Moderate, or Serious What do you think the

Mitigating
Activities

Status
Progression

: Moderate
Potential Impact to BPS
waslis from this Potential
Enter the reason you Non-Compliance?
chose the Potential SHN G0 you Deseve S S Impacte mitigated by other factors

be the correct Potential
Impact level you Impact?

selected

Describe how likely it ) )

is that impact could
have occurred

Indicate if there was
any actual impact to
the BPS: Yes, No, or
Unknown

If there was an impact, describe what that impact was

Mouse over for more information

Responding to
Mitigaiton RFls

Mitigation Milestone Completing Scope Incomplete Consolidated
Plans Extensions Milestones Expansion Status Mitigations

How likely is it that Impact
could have actually
occurred?

Was there any actual Yes =
impact to the BPS? ¥
If yes, what was the Actual Paragraph - B I = .E &

Impact to the BPS?

©

moderate possibility

system went down|

(® Previous Page ‘ Next Page ®
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Creating a Finding

Scroll to the optional Additional Comments section

Enter anyiSdEiSEES Additional Comments
Comments that you

want to document

Please provide any
additional comments

@ Enter any related
evidence in the )
evidence locker

using the reference

number (a) to link it .
to this finding. Evidence and Attachments

Data Locker Instructions  Submitt Evidence or Attachments related to this Self Report via Data Locker w e ing reference number:
D 2020-00138 &

If you are hosting your own Data Locker, please provide a hyperlink to your locker in the comment section above.

=

m Mouse over for more information (® Previous Page | Next Page ®
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Creating a Finding SN

b

Every finding will need to be

paired with a mitigation record Mitigation Information (optional - click to expand)

eventually, but the Mitigation _ _ _ . _ . . . -
Instructions  If possible, and without delaying the Self-Report, a Self-Report may include’ ctions that have been taken or will be taken to remdiate and mitigate the

In fO rmation section is o pt-| oha | violation. Click the + to add each completed and/or planned task for remediation and mitigation. When you Submit your Self Report, this information will be
converted into a set of Mitigating Activities that can be submitted concurrently with this Self Report, or separately when it is ready.
at this stage

MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE ACTUAL COMPLETION DATE

If you are ready to enter mitigation This table is empty
milestones for this finding, click the
heading to expand the section

To add a milesone, click the + icon

and follow the steps noted here ]
Action

; .
When youre ready to submit the Instructions  When you are ready to submit your Self Report for Action® | Submit i

finding, select Submit for the action screening and review as a Potential Noncompliance, set S, o |
& the Action to Submit. You can sumbit your mitigations Submit Mitigations for |

with your finding by checking the box, or wait and submit Review with Finding?

4 P them seprately from the My Mitigations tab. If you want
If you added Mitigation Informa- to delete this draft, choose Delete. Once you have

. - : selelcted the appropriate Action, click Save and Action.
tion and want to submit It, click the To save without taking action, click Save. To close
Submit Mitigations for Review with INSIONS SRVl R g

Finding checkbox

) Save and Action m Close

Click the Save and Action button

Mouse over for more information (® Previous Page | Next Page ®
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Updating a Finding (Sorting)

=Wy

S

SN\

@ From the Dashboard, click @ MyAlign Align For Entities
the dropdown Arrow to gy v MyAign Test Entity Editor 1 Test Energy Co. [

change the view Compliance Monitoring
q Enforcement Processing
Select the Enforcement Mitigation Management ;
@ is your D @ Enforcement Processing v

. g Welcol i
Processing view andse P o \gsection. |
those created by your Regions). In the Mitigation Manage

NEWS AND UPDATES

HH My Findings
MY TASKS

You can sort or filter the ‘My
Findings’ table by any column
to help you locate the finding ST SRS

MY FINDINGS

MONITORING REGION DATE A,
METHOD UNIQUE ID OR LRE SUBMITTED

REGION

YP UNIQUE ID
TYPE UNIQUE ID OR LRE

REGISTRATION

you are /ooking for~ 2020-00120 Self-Repor 2020-00123 RF 05/12/2020 |7 SortAscending
o _ - _ _ _ 1% Sort Descending .
itigation Pla 2020-00112 i Self-Repor 2020-00133 RI 15/12/2020 VE(
RF1 for Finding 2020-00124 | 20-000076-R  RI || Columns 3
Self-Repor - i 05/12/2020 200-RF in R
@ To sort, hover over a column . 2020-00126 ' | = '
. y FI for Finding 2020-00123 | 20-000080-R  RF Filters »
title and click the dropdown o 2020-00106 . /11/2020 reorouzvr—TeoTed200-RF in RE

2020-00122 | 20-000081-R
arrow
acia Ul 2020-00121 Self-Repor 2020-00120 F 05/11/2020 EST00200 - TEST00200-RF in RF
@ Click the Sort Ascending or Self-Repor 2020-00121 3 05/11/2020 EST00200 - TEST00200-RF in RF
Sort Descending option to
rearrange the table by the
data in that column Self-Repor 2020-00124 RI 05/11/2020 TEST00200 - TEST00200-RF in RF

A

2020-00122 R 05/11/2020 EST00200 - TEST00200-RF in RF

(® Previous Page | Next Page ®
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Updating a Finding (Filtering)

e
Depending on what you are
IOOkIng fO,; F’Iters may be B8 My Findings Test Entity Editor 1 Test Energy Co. C-)
more effective than sorting. [ rnones @

ﬁ 5 MONITORING REGION DATE : FINDING SEND
; 1 IS v START [ MITIGATIC
(0] /ter_ GETHOn UNIQUE ID SRiEE SUBMOED o REGISTRATION STANDARD REQ START DATE STATUS e AITIGATION

Enforcement Processing Align For Entities RN

2020-00133 5/12/202 EST002 TEST Energy Corp. in WE |P-002-5.1a % Sort Ascending 102 SRRy + Mitigating Activities
SCreening CEA Processing
Self-Report 202000126 . 51121202 TEST ESTOG200-RE in RF oompeq, | 17 SotDescending mpliance Mitigating Activities
@ Hover over the column il : o R ‘ cll prp— woeptior Ao
title of the column you

want to filter and click ) m

\)1 CIP-002
the dropdown arrow °

Select the Filters option

@ Enter part or all of the
Standard that you are | Page | 1  off

I

Q

looking for
INSTRUCTIONS

T

s This is your Findings dashboard. From here, you can see the
TO re m Ove t h e ﬁ Ite r, status of all the potential noncompliances asseociated with your m

Registration{s). You can View those findings, and you can send a

Dismissal

' Compliance Exception .

Enforcement
Processing

Processing

a._

click the checkbox next Finding Update to provide your Region with more information r Find, Fix, Track i £ 'ﬂg{:‘e
b N You can also access your Mitigation from this screen. A summary Settlement u:m"d"ﬂ:'f =
to the Filters option —————— g i ™

[i]

Mouse over for more information (@ Previous Page ‘ Next Page ®
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Updating a Finding

B My Findings Test Entity Editor 1 Test EnergyCo. (3>

MY FINDINGS

MONITORING REGION DATE FINDING SEND

Once you have located the
ﬁndlng that needs to be METHOD UNIQUE ID OR LRE SUBMITTED o REGISTRATION STANDARD REQ START DATE STATUS UPDA
updated:

Self-Report 2020-00123 RF 05/13/2020 TEST00200 - TEST00200-RF in RF PRC-005-6 R3 04/02/2020 PNC Re

Preliminary
RF 05/12/2020 TESTO00200 - TEST Energy Corp. in WECC CIP-002-5.1a R1 05/08/2020 .
Y Screening +

ting Activities
(CEA Processing

Self-Report

2020-00133

coif Dos jating Activities

Create Finding Update

@ Click the + icon in the Send Compliance Enforcement  RF

Authority
U pd ate column Monitoring Method ~ Self-Report

Applicable Requirement PRC-005-6 R3

Instructions  Provide additional information in the fields below. Only complete the areas you want to update. If you do not have additional information to provide or the information has

Enter a summ ary of the not changed, please leave the field blank.
Summary of Finding* | Paragraph B I EE & DI
changes that you are mak- Update ;

Updating information in self-repor
ing into the Summary of
Finding Update field and
add the updated data into
the relevant fields

Dates

The date the Potential
Noncompliance started

The date you returr|1.ed to
% compiiance
@ Click the Update button

Your basis for selecting
the start date

Extent of Condition, Root Cause, and Risk

) Update =l

—
IT Mouse over for more information (@ Previous Page ‘ Next Page ®




Updating
Finding

Accessing Reviewing the
Align Dashboard

Creating a
Finding

a Responding to
an RFI

Updating a Finding

If you want to verify that
your update was captured:

MY FINDINGS

MONITORING
METHOD

UNIQUEID

Responding to

Mitigating
Activities

REGION
ORLRE

DATE
SUBMITTED

Status Responding to
Progression

Mitigaiton RFls

REGISTRATION
A

Mitigation

Milestone
Extensions

STANDARD REQ

Consolidated
Mitigations

Completing Scope Incomplete
Milestones Expansion Status

FINDING SEND

STATUS DATE RGN

START DATE

@ Click the Unique ID of the
finding you updated

@ Scroll down to the Related
Fields section and click on
the Unique ID under the

Submitted FInding Updates
section

Self-Report

Self-Report

Self-Report

Self-Report

i-Report

i-Report

2020-00123

2020-00133

2020-00126

2020-00105

2020-00120

2020-00121

F

05/13/2020

051212020

05M12/2020

05/11/2020

05/1112020

05/11/2020

TEST00200 - TESTO0200-RF in RF

TEST00200 - TEST Energy Corp. in WECC

PRC-005-6 R3

CIP-002-5.1a

2020-00123

SUBMITTED FINDING UPDATES

UNIQUE ID

2020-000026

SENT

Mitigating Activities
Complete

Mitigating Activities
CEA Processing

0410212020 PNC Review -+

Preliminary
05/08/2020 S
. Screening -

051772020

(@ Previous Page
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Responding to an RFI

/u'b My Align Align For Entities

When yo ur CEA or NERC 8 My Dashboard and Tasks Test Entity Editor 1 Test Energy Co.

sends an RFl, you’ll see it 1 NEWS AND UPDATES
appear on your dashboard.

Welcome to Release 1 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports
and Self Logs from the Compliance Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and
those created by your Regions). In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.

_ i MY TASKS
Click the Unique ID of the 2020-00124 20-000076-R

RFI

Mitigation Plar 2020-00105

Request for Information

Mitigation Plar 2020-00120 RF Original Finding 202000124

CI iCk the Respondent T O NPCC Requestor RF Editor 5 Respondent Contact R—
Contact dropdown and \

select the appropriate

Requestor Comments  test Respondent Comments — None —

2020-00124 | 2 Requestor Attachments A, Molnar

Request Sent On  May 12, 2020 Aaron Dykstra

2020-00123 | 20-0

name. Response Due By  June 11, 2020 Aaron Fontenot
RFI for Mitigation 2020-00122 | 20-000081-R F Aaron Ghodooshim
Aaron Honor
020-00121 %-
2020 2 e | —
Evidence and Attachments Aaron Huffman =
Aaron Jackson
Data Locker Instructions  Submit Evidence or Aftachmenits related to this Request via Data Locker with the following reference
Aaron Martin
2020-00124
Aaron Martin
If you are hosting your own Data Locker, please provide a hyperlink 1o your locker in the comment section above, = —
5.0
. H‘
Action
e
Action  Acknowledge/Respond =
Save and Action will acknowledge receipt of this Reques! and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge %

[sov i ncton | sove IR -

m Mouse over for more information (@ Previous Page ‘ Next Page ®
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- —_—

Responding to an RFI

b

—

o — .

2020-00124 | 20-000076-R

@ Enter the Respondent
Comments Request for Information

Original Finding 2020-00124

If the response to the RFI
reqUIreS the uploadlng Of Requestor Comments  test Respondent Comments | Paragraph B I =k & Ih©
dOCUI’nentS, fOIIOW the II’I- Requestor Attachments Response comments|

structions in the Evidence Roquest SontOn  Mey 12,2020

and At_tachments SeCl'IOI’I. Response Due By June 11, 2020

Requestor RF Editor 5 Respondent Contact Test Entity Editor 1 Test Energy Co.

@ Click the Save and Action Evidence and Attachments
button to submit to the
CEA.

Data Locker Instructions  Submit Evidence or Attachments related to this Request via Data Locker with the following reference number:
2020-00124

If you are hosting your own Data Locker, please provide a hyperlink to your locker in the comment section above.

Action

Acknowledge/Respond
Save and Action will acknowledge receipt of this Request and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge

mafat s il Flnmeash men comd mms St

Save and Action m

m Mouse over for more information (® Previous Page | Next Page ®



Accessing Reviewing the
Align Dashboard

Updating a Respondingto  Responding to
Finding an RFI Notifications

Creating a
Finding

™  MyAlign

Notification letters will
appear in your dashboard.

HH My Dashboard and Tasks

AuiaN

and Self Logs from the Compliance Monitoring section. |
those created by your Regions). In the Mitigation Manage

Click the Unique ID to open

the notification
MY TASKS

REGION
OR LRE

UNIQUE ID

Enter comments in the TYPE
Respondent Comments
field 2020-00120

2020-00105

2020-00112

If you want to contest
the disposition, select a
Contestation from the
dropdown

2020-00124 | 20-000076-R

2020-00123 | 20-000080-R

2020-00122 | 20-000081-R
2020-00121

Add any non-confidential
Attachments

Click the Save and Action

m Mouse over for more information

Status
Progression

Mitigating
Activities

Welcome to Release 1 of the Align system! This is your DashlRRRNE

Responding to Notification Letters

Responding to
Mitigaiton RFls Plans

Milestone
Extensions

Mitigation
Milestones

NEWS AND UPDATES

Completing Scope
Expansion Status

Consolidated
Mitigations

Incomplete

Align For Entities

Test Entity Editor 1 Test Energy Co.

2020-00121

Type
From
Sent Date

Comments

Attachments

Response Due Date

Action

A

Notification

Compliance Exception Letter Notification ID

RF Editor 5 Respondent Comments

May 12, 2020

Please find attached the CE Opt Out letter. IF you chose
to opt out, respond within 10 days.

[ Test_CEA_Ce_Opt_Out_ActDispo_Att
achment.pdf

June 30, 2020 Contestation

Response Attachments

20-000055

Response Comments

Disagree with Allegation
Disagree with Mitigation Requirement |

i Other
Action
Penalty is too high
Acknowledge/Respond Standard and/or Requirement does not apply
Save and Action will acknowledge receipt of this Notification and send back any response you have provided. Save Wik c..c ooy coperme g coms sy s ss s e s e s s g

receipt of this Netification nor send your respanse.

Save and Action m Close

(@ Previous Page
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Submitting Mitigating Activities

If you did not create and submit mit- A MyAlgn Align For Entities
igation milestones during the submit B8 M MyAign Test Entity Edtor 1 Test Energy Co
finding process, Align will automatically e

e N A Enforcement Processing
create a blank draft mitigation record Migation Managemen
that can be submitted later. If mitiga- ana 5 R0 _ Sacion. I he Enforcement Processing secton, you see thysatusof Fndings (oth s you reaied and

t‘ion was su bm/ t'te d tO t he C E A, yOU Wi / / those created by your Regtons) In the Mitigation Management section, you can edit and manage Mitigating Activities and Mitigation Plans.
find the submitted mitigation id under
the My Active Mitigations tab

NEWS AND UPDATES

MY TASKS

| STATUS OF MY FINDINGS

TYPE UNIQUE ID REGION  grarys NCR REGISTRATION STANDARD REQ  DUE DATE

ORLRE - - B '
2020-00105 RF TESTO002 TESTO02 2 5-F -] Preliminary Screening

o iitigation Plan 2020-00120 TEST00200 TEST00200-RF
@ Click the dropdown arrow to :

cha nge views @ Mitigation Ma § Align For Entities

“ My Draft Mitigations | ve Mitigations 4 Consolidat ations Test Entity Editor 1 Test Energy Co.

@ Select the Mitigation Management

MY DRAFT MITIGATIONS INSTRUCTIONS
view —
TYPE UNIQUEID  a RECION  gegisTRATION STANDARD £Q RECIONAND START DATE
OR LRE JURISDICTION These are your Mitigation Management Screens
The Draft Mitigations screen shows you all you
2020-00121

draft Mitigating Activities, as well as those that

have been returned to you for more work or
2020-00120 RF ESTO02 ESTO0200-RF in RF PRC-00: 1 RF-U: 510172 converted to a Mitigation Plan (both indicated wi
a yellow triangle). The Active Mitigations scres
shows you all Mitigating Activities and Mitigation
Plans that have been submitted. Below is a
summary of the Mitigation process

@ Select the My Draft Mitigations tab

2020-00105

Locate the mitigation with the e I
same Unique ID as your finding

and click the Unique ID to open

(® Previous Page | Next Page ®
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Submitting Mitigating Activities aN

2020-00281

General Information

Click the link icon in the
Entity Contact section

Type Mitigating Activities Related PNC  2020-00281 CEA MRO

Registration NCR9999999 - Second Game Day Friday Entity in MRG,

Applicable Requirement CIP-007-6 R3.

Click the checkbox next to Applicable Part(s)
the correct contact Applicable Reliability

Function(s)

Registered Entity Contact  Please provide a point of contact for this mitigation.

CIP-007-6 R3. Part 2.; CIP-007-6 R3. Part 1_; CIP-{
R3. Part 3.

RC

FIRST NAME LAST NAME

This table is empty

Region-Jurisdiction(s) in MRO-US
which the Potential

Noncompliance occurred

Relate Existing

Click Confirm

Root Cause  Not available; PNC Review not yet cd

FIRST NAME LAST NAME LABEL

Interim Risk Reduction

Mitigation Milestones

MILESTONE ID TYPE OF MILESTONE TASK

Instructions  When ready for Region Review and A

|

D Mouse over for more information (@ Previous Page ‘ Next Page ®
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Submitting Mitigating Activities SN

2020-00104

e Enter any Interim Risk
Reduction measures that General Information

you are taking Type Mitigating Activities Related PNC  2020-00104
Registration TEST00200 - TEST Energy Corp. in WECC
SC["O/I do wn to the Miﬁgaﬁon Applicable Requirement PRC-005-6 R3. Registered Entity Contact  Please provide a point of contact for this mitigation.

Milestone Section e L ] FIRST NAME A LAST NAME

Applicable Reliability GO . ]
Function(s) This table is empty

Region-J_urisdiction{s)_in WECC-US
Click the + icon to add a HiNe el

Noncompliance occurred

milestone Root Cause  Not available; PNC Review not yet complete.

Interim Risk Reduction

Mitigation Milestones

S TONE ID TYPE OF MILESTONE TASK MILESTONE NAME FLANNED COMPLETION D. REVISED FLANNED COMP ACTUAL COMPLETION DATE

This table is empty

Miti gatio n Miles Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review” Action and clicking "Save and Action” below.

Action No Action i

Save and Action
£ oo

(TR

py
s B

(® Previous Page ‘ Next Page ®
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=

Submitting Mitigating Activities _

Milestone

@ Select the Type of
Milestone Task from Milestone Information

the dropdown list

Type of Milestone Task @ * | |

Milestone Name Remediating Action

@ Enter a Milestone Name L . Corrective Control
Description of action

Preventative Control
Enter a Milestone Detective Control
Description Other

Planned Completion Date »

Milestone

Milestone Information

=
. ? HE
Type of Milestone Task “#* | Corrective Control - i
Milestone Name Task 1 :"
. : ~ ig
Description of action Action Description 5=
—
—
L
-
=

[=

| i | Mouse over for more information (® Previous Page | Next Page ®
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L L
A

Submitting Mitigating Activities SN

3 k-

@ Select the Planned Milestone
Completion Date

Milestone Information

Type of Milestone Task “#* | Corrective Control

Click the Update button to e W p
save the milestone

Description of action Action Description

Planned Completion Date « 06/30/2020]

Revised Planned
Completion
Actual Completion Date

| i | Mouse over for more information (® Previous Page | Next Page ®
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Submitting Mitigating Activities N

@ Select the Submit for CEA MECEREON WIlcstanes
Review option from the

Action dropdown

MILESTONE ID ¥ TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION D REVISED PLANNED COMP ACTUAL COMPLETION DATE

+ | Corrective Contro lask 1 06/30/2020

@ If you are ready to submit >
the mitigating activities,
click the Save and Action _ _ , S _ _ , _ o _
button Instructions  When ready for Region Review anz=*=nroval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action" below.
u

Action | @) i
@ If you want to save the data ~
you have entered without

submitting, click the Save @ Sonn

button

| i | Mouse over for more information (@ Previous Page ‘ Next Page ®




Accessing

Reviewing the Creating a

Finding

Updating a
Finding

Align Dashboard

Responding to
an RFI

Status
Progression

Responding to
Notifications

Mitigating
Activities

Mitigation Status Progression

Once you submit a mitigation, it will move from the My Draft Mitigations tab to the

My Active Mitigations tab. It will then proceed through the following stages:

1) CEA Processing - This status indicates that
the CEA is reviewing the mitigation that you
submitted. You may receive RFls during this
stage to help the CEA complete its review.

2) NERC Processing - If your CEA converts
your mitigating activities to a Mitigation
Plan, it will undergo NERC review after you
re-submit it. You may receive RFls during
this stage from NERC.

3) Active - Once your mitigation is approved,
it will show as Active. While in this stage,
you can complete milestones and add scope
expansion, but if you need to edit anything
else, you will need to have your CEA send it
back for a revision.

E Mouse over for more information

4) Verification - Once you complete all
milestones, you will submit the mitigation
for verification by the CEA. The status will
change to Verification and the mitigation
will no longer be editable. You may receive
RFls during this stage as well.

5) Incomplete - If your mitigation does not
pass verification, your CEA will send it back
as ‘Incomplete.” Unlike other revisions, this
will show up on ‘My Active Mitigations’ tab
rather than in your ‘My Draft Mitigations’
tab.

6) Complete - Once a mitigation has been
verified, its status will change to Complete
and will stay on the ‘My Active Mitigations’
tab for reference.

Responding to
Mitigaiton RFls Plans

Milestone
Extensions

Mitigation Completing

Milestones

Scope
Expansion

Mitigation

CEA
Processing

NERC

Processing

(Mit Plan
Only)

Mitigating Activities Only

Verification

Complete

(@ Previous Page

Consolidated
Mitigations

Incomplete
Status

Next Page ®
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Updating Mitigations: Mitigation RFIs

If your CEA or NERC (for Mit @  MyAlign
Plans) needs more information
to complete their review of your

mitigation, they may send an RFI 4| IGN

for Mitigation. To respond:

Bl My Dashboard and Tasks
2020-00108 | 20-000086-R

Request for Information

Welcome to Release 1 of the Align system! Original Finding ~ 2020-00108

and Self Logs from the Compliance Monitori

ho db R In the Mit Requestor MRO Editor 1 Respondent Contact NCRI999339 Editor 1
those create our ions). In the Mitigati
Cl . k h U . I D f h RFI vy €9 ) Requestor Comments  Please upload the data we discussed in the evidence Respondent Comments
IC t e nlque O t e locker
for Mitigation on dashboard MY TASKS R A

. = Request SentOn  May 18, 2020
(a copy of the RFl is also visible TYPE UNIQUE ID Response Due By June 17,2020 )
from the mitigation record) Mitgation Pla 202000105

Evidence and Attachments
2020-00120

Select a Respondent Contact

Data Locker Instructions  Submit Evidence or Attachments related to this Request via Data Locker with the following reference number:

from the dropdown and enter 2 q 202000108

a ny Com mentS into the RFI for Finding 2020-00124 | 20-000076-R ° If you are hosting your own Data Locker, please provide a hyperlink to your locker in the comment section above.
Respondent Comments field — ‘

2020-00123 | 20-000080-R Action

G » receipt of this Request nor send any response
Evidence Locker using the

reference number provided )

Click the Save and Action button

to submit your response oft » M o
| save and action | save JETSY

. . RFI for Mitigation 2020-00122 | 20-000081-R Action Acknowledge/Respond
@ U p I 0a d a ny evi d ence |l ntO t h e i Save and Action will acknowledge receipt of this Request and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge

e

(® Previous Page | Next Page ®
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If your CEA decides that the Mitigat- & MyAlign
ing Activities you submitted need
to be converted into a Mitigation

Plan, they will send it back to you to
resubmit. Al:lG‘N

Welcome to Release 1 of the Align system! This is your Dashboard screen. N
. . and Self Logs from the Compliance Monitoring section. In the Enforcement P
To open the Mi tlg ation Plan b those created by your Regions). In the Mitigation Management section, you ca

EITHER:

HH My Dashboard and Tasks

MY TASKS

REGION I
TYPE UNIQUE ID A STATUS

Click the Unique ID of the
Mitigation Plan on the
dashboard

...OR...

Mitigation Plar 2020-00105

Mitigation Plar 2020-00120

2020-00112 NPCC Reject

@ Go to the My Draft Mitigtions @ Mitigation Management
tab and click the Unique ID of 4 My Draft Migations y

the Mitigation Plan MY DRAFT MITIGATIONS
REGION

TYPE UNIQUE 1D e REGISTRATION

ORLRE
If your CEA asks you to resubmit a —— —
mitigation, they will include an expla- — oo ]

nation for the request in the Review
Results and Due Date section (a).

2020-00105

| 1 | Mouse over for more information

Mitigation Milestone Completing Scope Incomplete Consolidated
Plans Extensions Milestones Expansion Status Mitigations

Updating Mitigations: Submitting Mitigation Plans

Type

Registration

Applicable Requirement
Applicable Part(s)

Applicable Reliability
Function(s)

Region-Jurisdiction(s) in
which the Potential
Noncompliance occurred

(>

Region Review Results
CEA Comments

New Submission Due Date

Root Cause

7?""‘""’“ T

2020-00105

General Information

Mitigation Plan Related PNC  2020-00105

TEST00200 - TEST00200-RF in RF

PRC-005-6 R3. Registered Entity Co
FIRST NAN
GO
&P
RF-US
&R
Review Results and Due Date

Submit as Mitigation Plan NERC Review Res
\

NERC Comm

Root Cause and Interim Risk Reduction

The cause was failure to have adequate controls in place to ensure testing was completed. Tl

Save and Action m Close

(® Previous Page | Next Page ®
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Updating Mitigations: Submitting Mitigation Plans

XX

General Information

H s . Type  Mitigation Plan Related PNC  2020-00152 CEA MRO
Click the Link icon to add a

Registration NCR9999999 - Second Game Day Friday Enlity in MRO
Reglste rEd Entlty Contact Applicable Requirement  CIF-008-5 R3. Registered Entity Contact  Please provide a point of contact for this mitigation.

(reqUirEd {e]§ M|t|gat|0n PlanS) Applicable Part(s) ~ CIP-008-5 R3. Part 2 ] FIRST NAME LAST NAME
RC

Applicable Reliability
Function(s)

C? This table is empty

Enter a Interim Risk Reduction Reglon-Jurisdition(s) i
whic e Fotentia
statement (required for Mitigation NoncompHanoe ooourred
Plans) )
Review Results and Due Date
@ Add any mllestones or Other Reglon Review Results  Submit as Mitigation Plan NERC Review Results
information requested by your CEA Comments NERC Comments
CEA. Then, select Submit for e st e e
. ?
CEA Review from the Action Root Cause and Interim Risk Reduction
dropdown
p Root Cause  Not available; PNC Review not yet complete
5 N Interim Risk Reduction This table is empty
@ Click the Save and Action button
to submit

Instructions  When ready for Region Review. aroval, Submit this Mitigation by selecting the "Submit for CE£

Action Submit for CEA Review

I Save and Action Close !

Mouse over for more information (® Previous Page | Next Page ®
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Updating Mitigations: Milestone Extension Requests |

SANY

Fal

To request a mitigation R s g
milestone extension: e el -

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

REGION REGISTRATION DATE COMPLETION STANDARD REQ REGION AND

ORLRE SUBMITTED DATE - JURISDICTION

@ NaVigate to your My Mitigation Plan 2020-00107 MRO
Active Mitigations A" s w0000z
@ Click on the relevant ;::::: o

mitigation record to o
highlight it (do not click ot W
the Unique ID) - page [ 1ot o

RELATED MILESTONES | B ACTIVE REQUESTS FOR INFORMATION
TYPE OF

TYPE UNIQUE ID

START DATE STATUS

COMPLETION REQUEST

@ Click the + button in the Conoctve Contes 2320-00087 o+

‘Request Extension’ Corectve Cont ’ Tas -

column for the milestone |- ) +
you need to extend N

DUEDATE 1] COMMENT

2020-00087
2020-000051

Y

Q
Q

Page | 1 of 1

| i | Mouse over for more information (® Previous Page | Next Page ®
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- —_—

ok

)

Updating Mitigations: Milestone Extension Requests SN,

g

Create Milestone Extension Request
@ Enter your Proposed New

Planned Completion for

; Milestone Extension Request
the milestone

Mitigation  2020-00104 Proposed New Planned
Completion

. N Related Milestone  Milestone 2020-000115
Provide an Explanation for Explanation
Milestone Name Task 1
the proposed change

Compliance Enforcement RF

Authority ‘
Assigned To '
@ Click the Update to submit

| i | Mouse over for more information (® Previous Page | Next Page ®
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b
N

Updating Mitigations: Completing Milestones SN

ahall

e

b, T

As you complete mitigation Mitigation Milestones
milestones, you’ll need to indicate
the completion date in Align. e ok

2020-000124

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLE ACTUAL COMPLETION DATE

Preventative Control Task 1
To do this, open the mitigation and
scroll to the Mitigation Milestone

sec i‘iO n. Milestone Information

Milestone 2020-000124

Type of Milestone Task  Preventative Control

Milestone Name Task1

Description of Task  This is a preventative control task

@ C||Ck the Milestone [») Planned Completion Date  September 30, 2020

Revised Completion Date
Actual Completion Date

@ Enter the Actual Completion ST TR ey

Date

Data Locker Instructions  Submit Evidence or Attachments related to this Milestone via Data Locker with the following reference number:

MS-2020-000124

If you are hosting your own Data Locker, please provide a hyperlink to your locker in the comment section above. = =
Click the Save button

J S Close

| i | Mouse over for more information (® Previous Page | Next Page ®
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Updating Mitigations: Scope Expansion |

=

AT
. U

If your mitigation expands the 2020-00125

scope of the issue: 75

2020-000097 Remediating Action Testing of Relays 06/30/2020 06/17/2020

2020-000098 Preventative Contro

@ Select Yes from the SCO pe 2020-000099 Preventative Control Expand SAP tool 08/05/2020
expansion dropdown

Requests for Information

Enter an Explanation for
RFI 1D REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
why the scope has expanded

This table is empty

Once you have completed your
. : . Has the scope of this .
mitigation milestones and noted issue expanded as a result

of these mitigation steps?
any scope expansion, you’ll sub- ’ ’
mit the mitigation to your CEA for

verification: G ’
@ Select Submit for CEA - -
Verification from the Action ’ —

dropdown

Explanation

° Save and Action m Close

@ Click the Save and Action button

B

(® Previous Page | Next Page ®
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Updating Mitigations: Incomplete Status

7 Mitigation Management Align For Entities v e

If your CEA verifies your
mitigation as complete, it will UMUECRUC S - My Active Miigations
ShOW Up as Complete (a) on MY MITIGATING ACTIVITIES AND MITIGATION PLANS
your ‘My Active Mitigations’
tab. If not, your CEA will send
it back for you to add what is
missing, and it will show up
as Incomplete (b).

Test Entity Editor 1 Test Energy Co. C—)

g REGION DATE COMPLETION = REGION AND
o 1 -1 - - r ~ -
TYPE UNIQUE ID OR LRE REGISTRATION SUBMITTED DATE i STANDARD REQ JURISDICTION START DATE STATUS

2020-00124 07/15/2020

2020-00123

2020-00104

2020-00125

2020-00121

@ Click the Unique ID of the Verification
Incomplete mitigation
CEA Verification Action

ScrO” down to the Veriﬁcation Verification Comments  Missing a completion date 6)

» Shared with Entity
section and read the CEA’s

comments

Action*

Submit for CEA Verification

Update the mitigation according
to the comments and resubmit by
clicking the Save and Action button

\_)E Save and Action m Close
b}

| i | Mouse over for more information (® Previous Page | Next Page ®




Accessing
Align

Managing Consolidated Mitigations

If your CEA consolidates more than
one of your findings under the
same Enforcement Action, only one
of the mitigations associated with Sontog A
those findings will stay active. The it
rest will move to the Consolidated
Mitigations tab.

@ Click the Unique ID of any
consolidated mitigation to

Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

Responding to
an RFI

Responding to
Notifications

ﬁ WiipamMmappeenl v

CAOHRERCH ITATETE W ITEATI RS

2 =Ny H

R L

: R AL
1N b |

review

@ All consolidated mitigations
are read-only, so you cannot

edit anything at this point.
However, Align preserves the
mitigation in case you need to
copy any information from the
consolidated mitigation into

Paze 1 L} '+

IS Wl 00 e S 00 O T e el

Mitigating
Activities

e Urgsall sl ESboali e

"

Status
Progression

Type
Registration
Applicable Requirement
Applicable Part(s)

Applicable Reliability
Function(s)

Region-Jurisdiction(s) in
which the Potential
Neoncompliance occurred

Root Cause

Interim Risk Reduction

MILESTONE ID

Responding to
Mitigaiton RFls

2020-00141

General Information

Mitigating Activities

NCR9995999 - Second Game Day Friday Entity in MRO

CIP-004-6 R3.
CIP-004-6 R3. Part 5

RC

MRO-US

Mitigation
Plans

Not available; PNC Review not yet complete

Mitigation Milestones

TYPE OF MILESTONE TASK

MILESTONE NAME

Milestone
Extensions

Completing
Milestones

Incomplete
Status

Scope
Expansion

" e
TR

¥

ey

2020-00141 CEA MRO

Registered Entity Contact Please provide a point of contact for this mitigation.

FIRST NAME LAST NAME

This table is empty

PLANNED COMPLETION DATE REVISED PLANNED COMPLE. ACTUAL COMPLETION DATE

METRLCTIONS |

the active mitigation

Mouse over for more information

2020-000128

Instructions

Action

ective Conltrol

07/28/2020

THE RELATED NONCOMPLIANCE HAS BEEN CONSOLIDATED. Review the Mitigation for the Finding under which the noncompliance was
consolidated to confirm it includes appropriate Mitigations to address the circumstances of this Finding

Submit for CEA Review

(® Previous Page | Next Page ®

Consolidated
Mitigations

TR TR
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Accessing Reviewing the Creating a Updating a
Align Dashboard Finding Finding

If you need to add information from
a consolidated mitigation to an
active one, your CEA will need to
send the active mitigation back to
you as a revision. Like all revisions,
the mitigation will appear on your
My Draft Mitigations with the
yellow triangle icon.

Click the Unique ID to open
the mitigation record

Add any information that was on

the consolidated mitigations but
not on the active mitigation

Select Submit for CEA Review
from the Action dropdown

Click Save and Action

Respondingto  Responding to Mitigating Status
an RFI Notifications Activities Progression Mitigaiton RFls Plans Extensions Milestones Expansion

Managing Consolidated Mitigations

- My Draft Mitigations
MY DRAFT MITIGATIONS

UNIQUE 1D

2020-00120

2020-00105

4

Responding to Mitigation Milestone Completing Scope

- —_—

2020-00152

Root Cause and Interim Risk Reduction

Root Cause  Not available; PNC Review not yet complete.

Interim Risk Reduction

Mitigation Milestones

Incomplete Consolidated
Status Mitigations

b

Vs,

—

MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION D. REVISED PLANNED COMP_.. ACTUAL COMPLETION DATE
+ 2020-000146 Corective Controf task 05/26/2020
Requests for Information
RFI 1D REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY

This table is empty

Instructions  When ready for Region Review and Ang Submit this Mitigation by selecting the "Submit for CEA Review™ Action and clicking "Save and Action” below.

Action Submit for CEA Review '

v rancon | e

(@ Previous Page
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