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4

5

6

7

8

Sending & Reviewing Questionnaires

Completing an IRA Assessment

Reviewing & Approving IRAs

IRA CO Tab

IRA ERPQ Library

IRA RFQ Library

IRA Risk Factors

Welcome to Align Release 4.5, which introduces the IRA and COP functions. Along with the Align 
instructional videos, this user guide will help you navigate through all the features included in this 
release. Click on a topic in the list below or in the ribbon above to begin.

Align Release 4.5 User Guide

9

10

11

Creating a New COP

12

13

Reviewing and Approving a COP

COP CO Tab

Historical COPs

COP Risk Factors

14 COP Risk Elements

15 COP Risk Categories

16 COP Performance Considerations

https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=CEAs
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Accessing Align

From the Align Log-in Page

Enter the Align Username

Enter the Align Password

1

2
1

2

Notice: All Align users MUST have an 
ERO Portal Account. Refer to the 
CEAs Align User Access Guide for 
details. 

https://trn.nerc.com/User%20Guide/CEA_TTT_User_Access.pdf
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To create a new IRA:

4

3

Creating a New IRA

Then click the Open IRA link 
to open the IRA.

Click the + button in the 
CREATE NEW / OPEN IRA 
column. This creates the 
Open IRA option.

1

3

4

1 Use the dropdown to 
navigate to the IRA view.

2 Navigate to the appropriate 
Entity.

2
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6

5

Creating a New IRA

If applicable, click to expand the 
Include Multiple Registrations 
(Optional) section

Select an IRA Refresh Due Date

5

6
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7

9

To add another registration to the IRA:

9

8

7

Click Confirm.

Select the checkbox next to the 
appropriate entity or entities. 

Click the link icon. 

Click the checkbox next to the 
entity or entities you want to 
remove.

8

To remove an entity from the list:

Click the unlink icon.11

11

10 10
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Creating a New IRA

Click the IRA Compliance 
Scope section to expand and 
review the data (this section 
is read-only).

12

12

13

Click the CFR/JRO 
Agreements section to 
expand and review the data 
(this section is read-only).

13

A

Notice: The IRA Assessment 
section (A) is not detailed at this 
step.  To see how to fill out this 
section, refer to the Completing 
an IRA Assessment portion of 
this user guide.
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15

Click the Assigned Resources 
section to expand.

14

16

17

14

Click the link icon. 15

For each of the roles listed in this section:

Click the checkbox next to 
the resource(s) you want to 
assign to the role.

16

Click the Confirm button in 
Relate Existing.

17

Notice: The people assigned to the 
Reviewer and Approver roles are the 
only users that can progress an IRA to 
the next stage (refer to Reviewing & 
Approving an IRA). 
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Creating a New IRA

For any Supporting Materials to 
add to the IRA:

18

19

20

Click to expand the Supporting 
Materials section.

18

Click the Attach file button 
to select and add any files.

19

Type any additional notes 
into the Comments field.

20

21Click Update to save changes.21

Once you have added the initial 
information:
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Sending & Reviewing Entity Questionnaires

2

1

Select a submission Due Date.

Click the Create Questionnaires 
link for the relevant entity.

Click the Entity Questionnaires 
tab.

3

1

3

2

4

Click the Update button.4

When you are ready to send entity 
questionnaires, open the relevant IRA 
and:
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Sending & Reviewing Entity Questionnaires

5

Click on the View Answers link for 
each Risk Factor question. 

Click the Questionnaires sent to 
Entity link.

Once you send the entity a questionnaire, the 
status will change to Requested (A).  
Once the entity has completed the 
questionnaire, the status will change to CEA 
Review (B). 
To review an entity’s submitted questionnaire:

6

5

6

A

B

To review each Risk Factor Question: 
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Sending & Reviewing Entity Questionnaires

7

Review the ERPQ answers and click 
Close when finished.

Scroll down to the ERPQ section and 
click the View Answers link.

Review the submitted answers 
and click Close.

9

8

7

To review the ERPQ:

8

9

To export the questionnaire, click the 
‘here’ link on ‘Click here to export’.10

10
Notice: The export will only pull the current version 
of the ERPQs. If questions and answers are needed 
from an IRA that was completed using a previous 
version of the ERPQ, use the 'View Answers' link 
instead of the export link.
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Completing an IRA Assessment

Once you have reviewed the questionnaires 
from the entity, you are ready to complete the 
IRA Assessment: 

1

2
3

5

In the IRA Risk Factors sub-section, click 
the + button next to each applicable Risk 
Factor. 
NOTE: If Align has a previous IRA on file for the 
entity, the Risk Factor Rating from the previous 
IRA will show here instead of the + button.

Click to expand the IRA Assessment 
section.

Click to open the Inherent Risk 
Assessment tab of the relevant IRA.

3

2

1

Select a rating from the Risk Factor 
Rating dropdown.

4

4

Type in a Justification for the rating in 
the comments field.

5

Notice: Any narrative included in the Justification box 
will be visible to the entity in the COP. 
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Completing an IRA Assessment

6 8

7
Add a justification for the 
inherent risk level to the 
Justification text field.

Scroll down to the Inherent Risk 
Level sub-section and select a level 
from the Inherent Risk Level 
dropdown.

Click the Update button to save 
the Risk Factor Rating.

8

7

6

Once you have assigned a Risk Factor 
Rating for each Risk Factor: 
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Completing an IRA Assessment

Scroll down the form and click 
to expand the Action section. 

9

Click the Update button.

9

11

10

Check the Move to In Progress 
checkbox. This will change the 
IRA status from “Initiated” state 
to “In Progress.”

10

11
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Reviewing & Approving an IRA

1

3

2

3

2

1

Once the IRA is ready for review: 

Click the Update button.

Check the Move to CEA Review 
checkbox.

Navigate to the appropriate 
Entity and click Open IRA.

A

Notice: To cancel an IRA, check the Move 
to Cancel (A) checkbox and click the 
Update button. This can only be done 
after the IRA has been moved from an 
“Initiated” state to “In Progress” (as 
shown on the previous slide). 
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Reviewing & Approving an IRA

4

7

6

Check the Move to CEA Approval 
checkbox.

Click to expand the Action section.

Navigate to the appropriate 
Entity and click Open IRA.

6

5

4

The people designated as ‘Reviewer’ in 
the Assigned Resources (A) section are 
the only users who can move the IRA 
to the next stage (as shown below).  
Once the ‘Reviewer’ has reviewed the 
IRA and is ready to recommend it for 
approval:

A

5
Click the Update button.7

A
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Reviewing & Approving an IRA

A

8

8

9
9

The people designated as ‘Approver’ in the 
Assigned Resources section of the IRA are the only 
users who can move the IRA to the next stage. 
Once the ‘Approver’ has reviewed the IRA and is 
ready to mark it as Completed (thus indicating 
approval):

10
10 Check the Move to Complete 

checkbox.

Click to expand the Action section.

Navigate to the appropriate 
Entity and click Open IRA.

Click the Update button.
11

Once the IRA is in a status of Complete, the option to 
open and edit the IRA will no longer be available. At this 
point, users can View IRA or create a new IRA with the 
+ button (A).

11
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IRA CO Tab
The IRA CO tab functions similarly to the IRA 
tab, except this is where you will go to create 
IRAs for groups in Coordinated Oversight (CO).

A

B

The General information for the CO IRA differs 
slightly from single-entity IRA to reflect the 
registrations within the CO group (A).

The other difference is the Entity Questionnaires 
tab includes separate Create Questionnaires 
links for each entity registration (B). 

Navigate to the appropriate CO Group and 
click Open IRA. You have the same options to 
create, open or view CO IRAs as you do in the 
IRA tab.

1

1
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IRA ERPQ Library

Click a question number 
highlighted in blue to see more 
detail.

Click the ERPQ Library tab.

The Entity Risk Profile Questionnaire 
(ERPQ) Library tab is for reference only.  
To access the information here:

2

1

A

2

1

3

You can view the questions included in the 
questionnaire you selected in Align or you 
can download them (A) to an Excel 
workbook. 
When you are done reviewing:

Click the Close button.3
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IRA Risk Factor Question (RFQ) Library

2

1

3

Click a question number 
highlighted in blue to see more 
detail.

Click the RFQ Library tab.

The RFQ Library tab is for reference only.  
To access the information here:

2

1

Click the Close button when you 
are done reviewing.

3
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IRA Risk Factors

A 2

1

B

3

Click on the name of the risk 
factor you want review.

Click the Risk Factors tab.

The Risk Factors tab is for reference only.  
To access the information here:

2

1

Notice: The Risk Factors tab includes a 
filtering function (A) and warning icons (B). 
You can hover over the icons to see the 
warning, but NERC will need to intervene to 
correct any issues.

Click through the tabs (Overview, 
Standards & Requirements, 
Related Functions, and Related 
CEA) within the Risk Factor form 
to explore its details.

3

4

Click the Close button.4
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11 Use the dropdown to navigate to 
the COP view.

To create a new Compliance Oversight Plan 
(COP):
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A

2

3
3

2

Then click the Open COP link. 
This will open the new COP to the 
General tab [A] where you can 
review basic information, such as 
the Registrations assigned to this 
COP, the CEA, the COP Status, etc.

Navigate to the appropriate 
Entity. 

3 Click the + button in the CREATE 
NEW / OPEN COP column.
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5

7

8

6

9

To add another registration to the COP:

7

6

5

Click Confirm.

Select the checkbox next to the 
appropriate entity or entities.

Click the link icon. 

8 Click the checkbox next to the 
entity or entities you want to 
remove.

To remove an entity from the list:

9 Click the unlink icon.

4 Click the Include Multiple 
Registrations (Optional) section.

4
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11

Click the Assigned Resources 
section to expand.

10
10

Click the link icon.11

For each of the roles listed in this section:

Check the checkbox next to 
the resource(s) you want to 
assign to the role.

12

Click the Confirm button.13

Notice: A Reviewer must be added to allow 
that user to edit the ‘Reviewer Comments and 
Approval’ section of the General tab. 

A Final Approver must be added to allow the 
COP to be moved to CEA Approval. 13

12
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14

Click to expand the Related 
IRA section.

14

Check the checkbox next to 
the most recent IRA.

16

Click the Confirm button to 
relate the chosen IRA to the 
COP.

17

15

16

17

Click the link button.15
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A

18Click to expand the Related 
ICA section. 

18

20

19

20

Click the link button to relate 
an existing ICA or click the + 
button to create a new ICA.

19

Fill in the ICA form (A) and click 
the Update button on the 
Internal Controls Assessment 
window when finished.

21

21 Click the Update button.
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New COP: Risk Categories
1

2

3

To select the Risk Categories for a COP, open 
the relevant COP and:

2

1
Then click the + button to set a new 
priority or click a number to edit.

Click the Risk Categories tab.

3 Select a Priority number from 
the Priority dropdown.

4

5

6

4 Click the Include in COP Report 
checkbox to include on the COP 
report and to add its Risk Category 
information to Applicable Standards 
and Requirements table.

5
Type a justification for your priority 
in the Justification text box 
(viewable to the entity)

6 Click the Update button.

7

7 Click the Update button.

Notice: Any narrative in the Justification 
box will be visible to the entity.
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New COP: Performance Considerations
1

3
4

2

5

To select the Performance Considerations 
for a COP, open the relevant COP and:

2

1

Then click the + button to set a new 
priority or click Edit Scoring to 
modify.

Click the Performance 
Considerations tab.

3 Select a rating from the 
Performance Rating dropdown.

4 Type a justification for your rating in 
the Justification text box.

5 Click the Update button.

Notice: Any narrative included in the Score Justification 
box will be visible to the entity in Appendix A of the 
Compliance Oversight Plan.
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New COP: Performance Considerations

6

7

8

7

6

Type a justification for your decision 
into the Justification textbox.

Select an Overall Positive 
Performance Decision from the 
dropdown.

8 Click the Update button to save 
the COP.

Notice: Any narrative in the Overall COP 
Positive Performance Decision boxes will be 
visible to the entity.
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New COP: Oversight Strategy

1

2

To select the Oversight Strategy for a COP, 
open the relevant COP and:

2

1

Select an Oversight Strategy 
Category from the dropdown.

Click the Oversight Strategy tab.
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New COP: Oversight Strategy

4

3

Type in an Oversight Strategy 
Comment. 

Type in a COP Report Narrative 

5 Click the Update button.

5

3

4

Notice: Any narrative in the COP Report 
Narrative box will be visible to the entity. 
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New COP: Applicable Standards & Requirements
1

3

4

2

To view the Applicable Standards and 
Requirements for a COP, open the relevant 
COP and:

2

1

Click the + button to retrieve the 
standards and requirements.

Click the Applicable Standards 
and Requirements tab.

3
Once the NOTE in red (A) is visible, 
click the Refresh button to populate 
the standards and requirements into 
the form.

A

B

4 Click the Update button.

You have the option to edit the applicable 
requirements list (B), if needed. After 
making a change, click refresh (3) to 
update the list.
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New COP: Supporting Documentation & COP History

1

3

4

2

To add any Supporting Documentation or 
view the COP History, open the relevant 
COP and:

5

2

1

Click the Attach file button to 
upload any supporting files.

Click the Supporting 
Documentation tab.

3 Type any comments into the 
Supporting Documentation 
Comments textbox.

4 Click the COP History tab.

5 Click the name of a historical COP to 
view its details.

66 Click the Update button.
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Reviewing & Approving a COP

1

3

4

2
4

3

1

Once the Compliance Oversight Plan is 
ready for review: 

Click to expand the Assigned 
Resources section.

Navigate to the appropriate entity 
and click Open COP.

Ensure a Reviewer and a Final 
Approver are linked.

2 Scroll down on the General tab.
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5

6

7

5 Click to expand the Actions 
section.

6 Check the Move to CEA Review 
checkbox.

7 Click the Update button.
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8

9

9

8

Once the COP review is complete, the 
people designated as Reviewer(s) 
selected in the Assigned Resources 
section need to: 

Click to expand the Reviewer 
Comments and Approval section.

Navigate to the General tab.

Click the + button.11

10

10

Navigate to the appropriate entity 
and click Open COP.

11
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Check the Ready for Approval 
checkbox.

Add any comments to the 
Comments textbox.

Click the Update button.

Click the Update button.

12

13

14

15

13

12

15

14
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Navigate to the appropriate 
Entity and click the Open COP 
link.

Click the View link.18

20

18

Read the reviewer’s comments 
and click Update.

19

Check the Move to CEA Approval 
checkbox.

21 Click the Update button to 
change the COP status to CEA 
Approval.

Once the COP is ready for approval, the 
people designated as Final Approver(s) in 
the Assigned Resources section need to: 

19

20

21

Click to expand the Reviewer 
Comments and Approval section.

16

17
17

16
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A

Navigate to the appropriate 
Entity and click the Open 
COP link.

22

24

Click to expand the Actions 
section.

23

Check the Move to Complete 
checkbox.

25 Click the Update button to 
change the COP Status to 
Complete.

22
23 24

25

Notice: You can click the COP Report link (A) to 
open the Compliance Oversight Plan as a pdf.

Once the COP has been reviewed and 
approved, the person(s) designated as Final 
Approver needs to:

Once the IRA is in a status of Complete, the option to open and 
edit the IRA will no longer be available. At this point, users can 
View COP or create a new COP with the + button (B).

B
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COP CO Tab

1

Navigate to the appropriate CO 
Group and click the + button, Open 
COP link, or View COP link.

Click the COP CO tab.

The COP CO tab functions similarly to the 
COP tab, except this is where you will go to 
create, edit or view COPs for groups in 
Coordinated Oversight (CO).

2

1

A

2

Notice: You fill out the COP CO form (A) 
in the same manner you would 
complete a Compliance Oversight Plan 
form for an individual entity.
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Historical COPs

1

2
Click on the relevant COP Name 
to open and review.

Click the Historical COP tab.

The Historical COPs tab gives to a list of 
all past COPs.  To open a historical COP:

2

1
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COP Risk Factors
1

2
A

B

3

Click on the name of the risk 
factor you want to review.

Click the Risk Factors tab.

The Risk Factors tab is for reference only.  
To access the information here:

2

1

Notice: The Risk Factors tab includes a robust 
filtering function (A) and warning icons (B). You can 
hover over the icons to see the warning, but NERC 
will need to intervene to correct any issues.

Click through the tabs (Overview, 
Standards & Requirements, 
Related Functions, and Related 
CEA) within the Risk Factor form 
to explore its details.

3

4

Click the Close button.4
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COP Risk Elements

1

3

2
B

A

4

Click on the name of the risk 
element you want to review.

Click the Risk Elements tab.

The Risk Elements tab is for reference only.  
To access the information here:

2

1

Notice: The data in the Risk Elements tab can be 
downloaded by clicking the download icon (A).  You 
can hover over the warning icons (B) to see what 
the warning is, but NERC will need to intervene to 
correct any issues.

Click through the tabs (Overview 
and Related Standards & 
Requirements) within the Risk 
Element form to explore its details.

3

4 Click the Close button.



Next PagePrevious Page

Creating a
New IRA

IRA
Questionnaires

Home

Reviewing &
Approving an IRA IRA CO Tab

IRA ERPQ
Library

IRA RFQ
Library

IRA Risk
Factors

Creating a 
New COP

Reviewing &
Approving a COP COP CO Tab Historical COP COP Risk

Factors
COP Risk
Elements

COP Risk
Categories

COP Performance
Considerations

Complete IRA
Assessment

COP Risk Categories

1

3

2

B

A

4

Click on the name of the risk 
category you want to review.

The Risk Categories tab is for reference only.  
To access the information here:

2

1

Notice: The data in the Risk Categories tab can be 
downloaded by clicking the download icon (A).  
You will can hover over warning icons (B) to see 
what the warning is, but NERC will need to 
intervene to correct any issues.

Click through the tabs (Overview 
and Related Standards & 
Requirements) within the Risk 
Category form to explore its details.

3

4 Click the Close button.

Click the Risk Categories tab.
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COP Performance Considerations

1

3

2

A

B
Click on the name of the risk 
consideration you want to review.

The Performance Considerations tab is 
for reference only.  
To access the information here:

2

1

NOTICE: The data in the Performance 
Considerations tab can be downloaded by 
clicking the download icon (A).  You can hover 
over warning icons (B) to see what the 
warning is, but NERC will need to intervene to 
correct any issues.

3 Click the Close button.

Click the Performance 
Considerations tab.
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Appendix: Revision History

Revision Date Brief Description of Updates
2022 Initial release of guide 

May 2024 Corrected typos
Updated steps and screenshots to match recent updates in IRA and COP module
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