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Alignh Release 4.5 User Guide

Welcome to Align Release 4.5, which introduces the IRA and COP functions. Along with the Align
, this user guide will help you navigate through all the features included in this
release. Click on a topic in the list below or in the ribbon above to begin.

@ Creating a New IRA @ Creating a New COP

s
=

Sending & Reviewing Questionnaires Reviewing and Approving a COP

Completing an IRA Assessment COP CO Tab

Reviewing & Approving IRAs Historical COPs

IRA CO Tab COP Risk Factors

IRA ERPQ Library COP Risk Elements

IRA RFQ Library COP Risk Categories

IRA Risk Factors COP Performance Considerations
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IRA CO Tab

Creating a Reviewing &
New IRA Questionnaires Assessment  Approving an IRA Library

N\ COP Risk COP Risk COP Risk COP Performance
Library Factors New COP Approving a COP LUP CONab TN

Factors Elements Categories Considerations

Accessing Align

- -

- L
“ -

From the Align Log-in Page : e [ TN
BWise Logon

User Name:

i P rd:
@ Enter the Align Username ASSWO

Cancel

@ Enter the Align Password

Notice: All Align users MUST have an
ERO Portal Account. Refer to the

CEAs Align User Access Guide for
details.

0 Home | @ Previous Page Next Page @


https://trn.nerc.com/User%20Guide/CEA_TTT_User_Access.pdf

Creating a IRA Complete IRA Reviewing & IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & AN COP Risk COP Risk COP Risk COP Performance
New IRA Questionnaires Assessment Approving an IRA el Library Library Factors New COP Approving a COP LR SO | g Factors Elements Categories Considerations

Creating a New IRA

My Align Align for Regions
To create a new IRA:

My Align MRO Editor 1

Scheduling

Use the dropdown to RA
navigate to the IRA view.

- NEWS AND UPDATES

2! This is your Dashboard screen. Tasks that are awaiting action and either assigned to you or
unass| 2y selecting activities above. You can create Findings, as well as issue and review Periodic Data
Subm 'rocessing section, you can screen and review Potential Noncompliances. In the Enforcement
Procet Internal Control Assessments yrecement Actions, and review Penalties and Sanctions. In the Mitigation Management section, you

1 1 canre iodi ; ind Mitigation Plans. The CMEP Activity Search provides other ways to view and find PNCs, EAs, and
Periodic Data Submittals
NaVIgate tO the approprlate Mitiga! fou to view registered entity information and Coordinated Oversight Group details, and you can also
El’ltlty view a Self Certifications ibility Exceptions (and any related MCRs). In the Reporting section, you will be able to view and

Findings

Align for Regions v

MROEditory (5>

CREATE NEW / OPEN IRA
column. This creates the "REATE NEW/ DUE DATE LATEST IRA

ENTITY NAVE 4 COGROUP CEA OPEN IRA [RASTATUS IRA REFRESH FINALIZATION DATE

[mp 'RASTATUS

Open IRA option.

NCR9999999 - Second Game Day Friday Entity in MRO & + .’

Then click the Open IRA link Align for Regions

< IRA A ERPQLi A Ris ors MROEditor1 (5

IRA STATUS

@ Click the + button in the

to open the IRA.

CREATE NEW/ DUE DATE LATEST IRA
ENTITY NAME 4 CocROUP CEA OPEN IRA IRASTATUS IRAREFRESH FINALIZATION DATE

NCR9999999 - Second Game Day Friday Entity in MRO & Open IRA Initiated 9

NCR989898989898 - Align Prod Integration Test in MRO @& + Click to edit the IRA

NCR55555 - Test Company 2-1 in MRO @& Open IRA Initiated 9

NCR44444 - Align Integration Test 2 in MRO @& + ]
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Creating a IRA Complete IRA Reviewing &

IRA CO Tab COP CO Tab Historical COP

New IRA Questionnaires Assessment  Approving an IRA Library Library Factors New COP Approving a COP Factors Elements

Creating a New IRA

s
.
.

@ Select an IRA Refresh Due Date

< IRA IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

IRASTA

I Inherent Risk Assessment Entity Questionnaires

IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & COP Risk COP Risk

General

@ If applicable, click to expand the _—
Include Multiple Registrations o
(Optional) section

s e Registration  NCR9999999 - Second Game Day Friday Entity in MRO Applicable CO Group

IRA Created On

NCR555! November 3, 2022

IRA Created By MRO Editor 1

NCR44444 IRA Finalized On IRARefreshDueDate | [

NCR1210{ < November 2023
Include Multiple Registrations (Optional)

NCR1210; Su Mo Tu We Th Fr Sa
IRA Assessment 1 2 o 4

NCR1210{

5 6 7 8 2 10 N

NCR1210( IRA Compliance Scope
12 13 14 15 16 17 18
NCR1209} CFR/JRO Agreements
19 20 21 22 23 24 25
NCR1209! i
Assigned Resources 26 27 28 29 30

NCR1209'

Supporting Materials
NCR1207]

AEr

NCR1207¢

COP Performance
Considerations
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Creating a New IRA

To add another registration to the IRA: Include Multiple Registrations (Optional)

REGISTRATION ID
@ Click the link icon. Relate Existing

SELECT REGISTRATIONS

ENTITY NAME COORDINATED OVERSIGHT GROUP

O NCR NAME

e Select the checkbox next to the
appropriate entity or entities.

@ Click Confirm.

To remove an entity from the list:

D NCR9999989 Second Game Day Friday Entity

Include Multiple Registrations (Optional)

ENTITY NAME

Calpine Corporation

Click the checkbox next to the REGISTRATION D
entity or entities you want to NCROD0O-NPCC

rem OVe o NCR9999999-MRO Second Game Day Friday Entity
3 R

IRA Assessment

@ Click the unlink icon.

IRA Compliance Scope

N >
S .
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Creating a New IRA 2N

IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

Click the IRA Compliance
Scope section to expand and
review the data (this section

iS read—only). D IRA Assessment

IRA Compliance Scope
@ Click the CFR/JRO
Agreements section to oo roncrion oATE e

expand and review the data MR co 0311212021
(this section is read-only). i 4 oei22021

MRO-US 04/14/2021

MRO-US I 11/08/2019

Notice: The IRA Assessment
section (A) is not detailed at this IRA Compliance Scope
step. To see how to fill out this CFR/JRO Agreements
section, refer to the Completing

an IRA Assessment portion of EXCEPTIONID  SOURCE  TYRE CFRTYPE EFFECTIVEDATE  ERONOTES
this user guide.
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Creating a IRA
New IRA Questionnaires

Complete IRA
Assessment

IRA Risk
Factors

Reviewing &
Approving an IRA

IRA ERPQ
Library

IRA RFQ
Library

Creating a

IRA CO Tab New COP

Creating a New IRA

Reviewing &
Approving a COP

COP Risk
Factors

COP Risk
Elements

COP Performance
Considerations

COP Risk

COP CO Tab ;
Categories

Historical COP

1T\

@ Assigned Resources

CIP Lead

Click the Assigned Resources
section to expand.

D FIRST NAME LAST NAME

For each of the roles listed in this section: This table is empty P
)
@ Click the link icon. -
: OP Lead
Click the checkbox next to
the resource(s) you want to [ FRSTNAME LAST NAME
assign to the role. P This table is empty »
o - 0 30 b o)
Click the Confirm button in . v
Relate Existing.
Reviewer
Notice: The people assigned to the
Reviewer and Approver roles are the [J  FIRSTNAME HASTHANE
only users that can progress an IRA to P This table is empty

the next stage (refer to Reviewing &
Approving an IRA).

Approver

O FIRSTNAME [RGIEICES (i}

ASSIGNED RESOURCES

1 NAME

1 MRO Editor 1

1 MRO Editor 2

1 MRQ Editor 3

[l FIRST NAB
_ L 1 MRO Editor 4
1 MRO Editor 5
1 MRQ Editor
N MRO MB Regulatorf
=
O MRO MB Regulator2 =
[ e
.
M 4 Page |1 | of 1 b g & E
[
=
e -
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Creating a New IRA

For any Supporting Materials to IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO
add to the IRA IRA Compliance Scope

CFR/JRO Agreements

CliCk tO eXpand the Supporting Assigned Resources
Materials section.

Supporting Materials

Clle the AttaCh file button Instructions  Please upload Su; ‘aterials relevant to this IRA below and specify the content of the file(s) in the comments section.
to select and add any files. Attachment

Comments
Type any additional notes
into the Comments field.

Once you have added the initial
information:

@ Click Update to save changes.
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Sending & Reviewing Entity Questionnaires

1R22-00265 NCR993#*=4y Second Game Day Friday Entity in MRO

When you are ready to send entity
questionnaires, open the relevant IRA
and:

Inherent Risk Assessment ERSGVESTEE(elyigE=1 -t

General

(W EE EELEEEES) Il Entity Questionnaires

@ Click the Entity Questionnaires ENTITY RISK FACTOR AND RISK PROFILE QUESTIONNAIRES
tab ] REGISTRATION

NCR9999999 - Second Game Day Friday Entity ir

Clle the Create Questionnaires Select a Due Date for the Enitity to Submit the Questionna

link for the relevant entity. Start Date

Due Date “

START ASSESSMENT

Create Entity Risk Profile Questionnaire

Create Questionnaires

11/03/2022

. i January 2023
Select a submission Due Date.

Su Mo Tu We Th Fr Sa
4 4 Page 1 of 1 |

Q

4

Click here to export 1"

Click the Update button.

15 16 17 18 18 20 21

22 23 24 25 26 27 28

29 30 31
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S

Sending & Reviewing Entity Questionnaires

IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO e *

Once you send the entity a questionnaire, the
e enenas o RealE -

ENTITY RISK FACTOR AND RISK PROFILE QUESTIONNAIRES

Once the entity has completed the
questionnaire, the status will change to CEA
Review (B).

REGISTRATION START ASSESSMENT QUESTIONNAIRE STATUS

econd Game Day Friday Entity in MRO Questionnaires sent to Entity 265 Requested

IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

Inherent Risk Assessment  [SIGVYESTES (W E=TEH]

ENTITY RISK FACTOR AND RISK PROFILE QUESTIONNAIRES

To review an entity’s submitted questionnaire:

Click the Questionnaires sent to
Entity link.

REGISTRATION START ASS| ENT

N econd Game Day Friday Entity in MRO Questionnaires sent to Entity

Questionnaires

To review each Risk Factor Question:

RISK FACTOR QUESTIONS

Click on the View Answers link for - —
each Risk Factor question. . cowpLereD

Editor 2 [View Answers [em——]

ETED
Editor 2 [View Answers I
0 TED
)
COMPLETED
Editor 2 |View Answers. [ —

le Generation COMPLETED
edb Jay Training Editor 2 |View Answers [ a——
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Sending & Reviewing Entity Questionnaires

IR22-00265 - RFQ-22-00001309 - NCR9999999 - Second Game Day Friday Entity in MRO - Critical Transmission - NCR9999. ..

Review the submitted answers
and click Close.

Critical Transmission

Do you own, operate, coordinate, plan, design, or monitor the status of transmission facilities?

Is your entity's system critical to adjacent entities in that the system is used a flow through for power flow? * Ne

To review the ERPQ:

Does your entity's system include elements (owned or operated) of an IROL, Flowgate, Cranking Path, a Major Transmission Path (if* No
in WECC), or a Generic Transmission Limit (if in Texas RE)?

Scroll down to the ERPQ section and

click the View Answers link.

gtk

(EQ_021) Not including  Yes

Review the ERPQ answers and click ENTITY RISK PROFILE QUESTIONNAIRE (ERPQ)
. SLUBIEET control centers, if you
Close when finished. ) have BES facilities with

Medium Impact BES Cyber
Systems (BCS), do any of
those BCSs have External

Routable Connectivity
(ERC)?

To export the questionnaire, click the £6.022) Doee your N

company use your

‘here’ link on ‘Click here to export’. EMSISCADA to control any
BES Cyber Assets which
are not owned by your

4 4 Page 1 of 1 [ e company?
Notice: The export will only pull the current version (EQ_023) Does your  Yes

3 company use your
of the ERPQs. If questions and answers are needed Click here To export EMS/SCADA to control any
. “ devices at BES asset
from an IRA that was completed using a previous locations which also have
. . . devices controlled b
version of the ERPQ, use the 'View Answers' link | !

instead of the export link. [ upase =
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Completing an IRA Assessment

IR22-00265 NCR9999999 - Second Game Day Friday Ent
Include Multiple Registrations (Optional)

Once you have reviewed the questionnaires
from the ent]t}l, you are ready tO Complete the ] Inherent Risk Assessment RS TVEeTCE BN IRA Assessment
[RA Assessment:

General
IRA Risk Factors

NCR9999999 - Second Game Day Friday Entity in MRO

November 3, 2022

RISK FACTOR

FUNCTIONS RISK FACTOR RATING

@ Click to open the Inherent Risk Registraton
IRA Created On
Assessment tab of the relevant IRA.

IRA Finalized On

Balancing Authority (BA)
Coordination A 1

CIP — External Electronic
Communication

BA, TOP, TO, RG, GOP, DF, GO +

@ Click to expand the IRA Assessment
section.

@ In the IRA Risk Factors sub-section, click et
the + button next to each applicable Risk
Factor.

NOTE: If Align has a previous IRA on file for the
entjty’ the Risk Factor Rating from the previous ' Related IRA  IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

IRA will show here instead of the + button. Risk  Delmchg fuimslly (€8} Coontoeiion

. . Related Registration NCR9999999 - Second Game Day Friday Entity in MRO
@ Select a rating from the Risk Factor
Rating dropdown. Risk Factor Rating

@ Type in a Justification for the rating in Risk Factor Rating 5

. -- None —

the comments field.  Pleaseprovidea® o
justification for the given

rating

Include Multiple Registrations (Optional)

MDD Imnact Datina Critaria DA TAD TA DA ~AD ND A

Create Risk Factor Rating

Risk Factor

Medium

Low

Notice: Any narrative included in the Justification box S
will be visible to the entity in the COP. y NA- Gther

- N/A- Registration
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Completing an IRA Assessment

reate Risk Factor Rating

Click the Update button to save Risk Factor
the RISk FaCtor Ratlng Related IRA  IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO
Risk  Balancing Authority (BA) Coordination
Once you have assigned a Risk Factor Related Registration
Rating for each Risk Factor: _ —
i IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

NCR9999999 - Second Game Day Friday Entity in MRO

Risk Factor Rating Medium

@ Scroll down to the Inherent Rlsk I Voltage Control TOP, TO, GOP, GO Medium
provide a

et . Justification
justification for the given Workforce Capability BA, TOP, RC High

Level sub-section and select a level rating
from the Inherent Risk Level A Page |
dropdown.

1 of 1 [ &

Inherent Risk Level

Add a justification for the j _ , _ ,
f ; Instructions  Please specify the Inherent Risk Level here based on the assessment of Risk Factors above.
inherent risk level to the T .
igh Risk Factor Criteria Inherent Risk Level | |

Justification text field. °! I

Medium Risk Factor ity e Justification
R Lower

Moderate

Higher

IRA Compliance Scope
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Completing an IRA Assessment

@ SCI'OH dOWI’l the fo.rm and _Cth IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO
to expand the Action section. oAt

Check the Move to In Progress

checkbox. This will change the
IRA status from “Initiated” state
to “In Progress.” IRA Compliance Scope

@ Click the Update button. CFRIJRO Agreements

Assigned Resources

Supporting Materials

Action

Instructions  Please select the next action step in the section to the Move to In Progress
right.
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Reviewing & Approving an IRA aN

5 . Align for Regions v
Once the IRA is ready for review:

MROEditor: (3

IRA STATUS
CREATE NEW/ DUE DATE LATEST IRA

\ aVigate to the approp riate ENTLIYNAME Al GOORONE CEA(LRE) OPEN IRA IRARIAILS IRAREFRESH FINALIZATION DATE
Entity and Click Open IRA. NCR9999999 - Second Game Day Friday Entity in MRO ‘I MRO Open IRA In Progress 3 11/03/2023

NCR989898989898 - Align Prod Integration Test in MRO Q MRO + .'

CheCk the Move to CEA Review NCRS5555 - Test Company 2-1 in M IR,D_?,O?BS NCR9999999 - Second Game Day Friday Entity in MRO
Che Ckb OX NCR44444 - Align Integration Test 2§

NCR12105 - Dakota Range I, LLC§

@ Click the Update button. st

NCR12101 - Invenergy Services-Suf

NCR12100 - Shackatan Hills, LLC i

IRA Compliance Scope
NCR12099 - Lakota Ridge, LLC in
NCR12094 - Wapello Solar LLC in CFR'URO Agreements

Assigned Resources

. Supporting Materials
Notice: To cancel an IRA, check the Move

to Cancel (A) checkbox and click the b

Update button_ ThlS can only be done Instructions :;:se select the next action step in the section to the Move to CEA Review
after the IRA has been moved from an el N
“Initiated” state to “In Progress” (as

shown on the previous slide).
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Reviewing & Approving an IRA

A=

Align for Regions v

The people designated as ‘Reviewer’ in
the Assigned Resources (A) section are N
the Only users who can move the IRA ENTITY NAME A COGROUP CEA(LRE) e g IRASTATUS Pl il

OPEN IRA IRAREFRESH FINALIZATION DATE

to the neXt Stage (aS Shown below) . NCR999999¢ - Second Game Day Friday Entity in MRO g MRO Open IRA CEA Review 3 11/03/2023

MroEditorr (3>

Once the ‘Reviewer’ has reviewed the G SR
IRA d . d d . f NCRERE T R o IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO

and 1s ready to recommend 1t for HERERSES ~Test Compeny 2T VT R
approval ' NCR44444 - Align Integration Test 2 i

NCR12105 - Dakota Range Ill, LLC inl D Re\riewer

Navigate to the appropriate NCR12102 - Sundance Wind Project,
Entlty and Cllck Open IRA. NCR12101 - Invenergy Services-Sundy |:|

é) D MRO Editor 3

FIRST NAME LAST NAME

NCR12100 - Shaokatan Hills, LLC in -
IRA Compliance Scope

1 5 - NCR12099 - Lakota Ridge, LLC in MR
Click to expand the Action section. R RC A mnts

NCR12094 - Wapello Solar LLC in MR
NCR12091 - Deuel Harvest Wind Enef E Assagned Resources

NCR12077 - Tatanka Ridge Wind, LL@ Supporting Materials

Check the Move to CEA Approval
checkbox.

NCR12076 - Invenergy Services-Tatal o
Action

Clle th e Up date button M 4 | Instructions  Please select the next action step in the section to the Move to CEA Approval

right.
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Reviewing & Approving an IRA

The people designated as ‘Approver’ in the
Assigned Resources section of the IRA are the only
users who can move the IRA to the next stage.

Once the ‘Approver’ has reviewed the IRA and is
ready to mark it as Completed (thus indicating
approval):

Navigate to the appropriate
Entity and click Open IRA.
@ Click to expand the Action section.
Check the Move to Complete
checkbox.

@ Click the Update button.

Once the IRA is in a status of Complete, the option to
open and edit the IRA will no longer be available. At this
point, users can View IRA or create a new IRA with the
+ button (A).

IRA RFQ
Library

IRA Risk Creating a Reviewing & COPCOTab  Historical COP COP Risk COP Risk COP Risk COP Performance

Factors New COP Approving a COP ‘ Factors Elements Categories Considerations

eoe s
333 IRA ™ Aligr o

IRA STATUS

AL . . CREATE NEW/ S, DUE DATE
ENTITY NAME G DPEN IRA IRASTATUS |RA REFRESH

NC - Se d Game Day Friday Entity VRO Open IRA

+

Assigned Resources
Supporting Materials
Action

Instructions  Please select the next action step in the section to the Move to Complete
right.

oo
H 1 IRA v

4~ ERPQ Library -~ RFQ Library

a COGROUP CEA(LRE) BEE:?;}: = [RASTATUS ::I)?:AER%/;TREERH

ViewlRA + Complete §
g

Initiated 3
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S
R -
IRA CO Tab =
A S|
- o 2 Ra 1
The IRA CO tab functions similarly to the IRA Y
tab, except this is where you will go to create
IRAs for groups in Coordinated Oversight (CO). oPENRA

View IRA

Navigate to the appropriate CO Group and
@ click Open IRA. You have the same options to

0 A &
create, open or view CO IRAs as you do in the
View IRA
IRA tab.
Open IRA
33 - Montana-Dakota View IRA +
The General information for the CO IRA differs B IR22-00266 CO Group No. 33 - Montana-Dakota

> No. 41 - Southern

slightly from single-entity IRA to reflect the
registrations within the CO group (A).

Inherent Risk Assessment VIO (o] EN =

) No. 43a - TGP

> No. 46 - Tri-State

General 3 f@f‘i

The other difference is the Entity Questionnaires IRA Created On  November 3, 2022 IRA Created By  MRO Editor 1
tab includes separate Create Questionnaires A Reresn bue pee A Finalizec on

links for eachiE ty regis i (B) . D Registrations  NCRO1015 - Montana-Dakota Utilities Company in WECC; NCRO1015 - Montana-Dakota Utilities Company in MRO

IRA Assessment Inherent Risk Assessment S RIVESVES T

ENTITY RISK FACTOR AND RISK PROFILE QUESTIONNAIRES

REGISTRATION START ASSESSMENT

NCRO01015 - Montana-Dakota Utilities any in MF:Z Create Questionnaires
NCRO1015 - Montana-Dakota Utilities any in WEG Create Questionnaires
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IRA ERPQ Library

v Align for Regions v

The Entity Risk Profile Questionnaire
(ERPQ) Library tab is for reference only.

4 ERPQ Library tors MROEditor: (3>

To access the information here:

QUESTIONNAIRE NAME QUESTIONS ASSESSMENT

@ Cth the ERPQ Library tab. ERPQ Standard Template ERPQ Questionnaire

ERPQ WECC ERPQ Questionnaire
@ Click a question number ERPQ NPCC ERPQ Questionnire

highlighted in blue to see more ERPQ RF P auestions | 59 ) ERPQ Questionnaire
detail.

ERPQ SERC ERPQ Standard Template

You can view the questions included in the ERPQ Texest
: ) = )
questionnaire you selected in Align or you ERPQ MRO I : >
can download them (A) to an Excel QuEsTION D auesTIoN waNDATORY

WO I'kb (0) Ok cc001 (cc001) What is the entity's workforce capability status?

Text Line false

‘ [\ ] 1 ] . (cc002) Do you own or have an agent that owns primary Control Centers, back-up Control Centers, local
hen you are done reVlerng' transmission Control Centers, or intermediate Control Centers for BA and Local BA for both system operations, Enumeration
generator or and transmission operations that are associated with BES facilities?

o (cc003) Local BA for both system operations, generator or and transmission operations that are associated
@ Click the Close button.

. L E ti
with BES facilities? numeration

(cc004) List all other regional dispatch centers or control centers that have any operational, functional, and or
jurisdictional control over BES assets and describe the relationship between these control centers and the
primary/back-up control center(s).
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COPCOTab Historical COP

New IRA Questionnaires Assessment Approving an IRA Library Library Factors New COP Approving a COP Factors Elements Categories Considerations

IRA Risk Factor Question (RFQ) Library

Align for Regions

The RFQ Library tab is for reference only.

4 RFQLibrary |\ ors MROEditor1 (3
To access the information here:

Select Function Select Risk Q
Cth the RFQ Library tab QUESTIONNAIRE NAME QUESTIONS RISK FACTOR(S) FUNCTION(S) ASSESSMENT TYPE

Balancing Authority Coordination [ Questions | 1] A Balancing Authority (BA) Coordination BA ERP Questionnaire
Cth a questlon number CIP - External Electronic Communication [ Questions | 1 A CIP - External Electronic Communication BA, DP, GO, GOF, RC, TO, TOP ERP Questionnaire

hlghhghted in blue to see more CIP - Impact Rating Criteria [ Questions | ¢ } A CIP - Impact Rating Criteria BA, DP, GO, GOR, RC, TO, TOP ERP Questionnaire
detail.

CIP - Monitor &
CIP - Impact Rating Criteria
Critical Transm)|

Click the Close button when you
are done reviewing.

Largest Genera

Related Questions
Load

Planned Faciliti QUESTION ID QUESTION MANDATORY

RAS/SPS CIP_Q1A Does your entity own any high impact BES Cyber Systems (BCS)? Enumeration

What are the total number of high impact BES Cyber Systems (BCS) that your entity is responsible for

CIP_Q2A . . L
operating, monitoring, or maintaining?

CIP_Q1B Does your entity own any medium impact BES Cyber Systems (BCS)? Enumeration

What are the total number of medium impact BES Cyber Systems (BCS) that your entity is responsible for

CIP_Q2B . - R
operating, monitoring, or maintaining?

Number

CIP_Q1C Does your entity own any low impact BES Cyber Systems (BCS)? Enumeration
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New IRA Questionnaires Assessment Approving an IRA Library Library Factors New COP Approving a COP Factors Elements Categories Considerations

IRA Risk Factors

The Risk Factors tab is for reference only. Align forRegions v/

- Risk Factors MROEditor1 (3

To access the information here:

@ Click the Risk Factors tab. D
Balancing Authority (BA)

@ Click on the name of the risk A Coordination & BA

CIP - External Elel

factor you want review. A Communication & BA, DP, GO, GOR, RC, T0, TOP

NAME RISK FACTOR LANGUAGE FUNCTIONS

A-CID, T—— e - J_—— TA-TAD

/A Balancing Authority (BA) Coordination
@ Click through the tabs (Overview,

OVERVIEW STANDARDS AND REQUIREMENTS RELATED FUNCTIONS RELATED CEA

Standards & Requirements,

Related Functions, and Related

CEA) within the Risk Factor form sk fcor et Ace
to explore its details. Risk Factor Language. -

Name * Balancing Authority (BA) Coordination

@ Click the Close button.

Risk Factor Criteria

Notice: The Risk Factors tab includes a High Risk Factor Criteria  Entity's BA Area has greater than 10,000 MW of generation capacity - or - Entity’s BA Area has greater than 5,000 MW of generation capacity and its Generation to Peak Load ratio is more than
filtering function (A) and warning icons (B). "

You can hover over the icons to see the Medium Risk Factor Criteria  Entity's BA Area has between 5,000 - 10,000 MW of generation capacity

warning, but NERC will need to intervene to

correct any issues.

0 Home | @ Previous Page Next Page @



Creating a IRA Complete IRA Reviewing & IRA CO Tab IRA ERPQ
New IRA Questionnaires Assessment Approving an IRA 2 Library

Creating a New COP

To create a new Compliance Oversight Plan R

(COP): g C My Align

Scheduling
[] Assi g

Use the dropdown to navigate to P
the COP VieW. unassi Findings

Subm

IRA

IRA RFQ
Library

Internal Control Assessments

Proce;
can re
Mitigal

Periodic Data Submittals

view a Self Certifications
W= self Cert Administration
Audits and Spot Checks

IRA Risk Creating a Reviewing & N\ COP Risk COP Risk COP Risk COP Performance
Factors New COP Approving a COP LR SO g Factors Elements Categories Considerations

Align for Regions v

MROEditort (&>

- NEWS AND UPDATES

2! This is your Dashboard screen. Tasks that are awaiting action and either assigned to you or

Oy selecting activities above. You can create Findings, as well as issue and review Periodic Data
'rocessing section, you can screen and review Potential Noncompliances. In the Enforcement

yrcement Actions, and review Penalties and Sanctions. In the Mitigation Management section, you

Ind Mitigation Plans. The CMEP Activity Search provides other ways to view and find PNCs, EAs, and

fou to view registered entity information and Coordinated Oversight Group details, and you can also

ibility Exceptions (and any related MCRs). In the Repeorting section, you will be able to view and -

PNCs in Review
MPs/MAs in Verification
MPs/MAs in Review
MPs in NERC Review

EAs in Processing

0 5 10 15 20 25 30 35 40 45 50 55 60 65

0 Home @ Previous Page Next Page @



Creating a IRA Complete IRA Reviewing & IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & AN COP Risk COP Risk COP Risk COP Performance
New IRA Questionnaires Assessment  Approving an IRA R Library Library Factors New COP Approving a COP RN (O Rl Factors Elements Categories Considerations

Creating a New COP

Align for Regions v e

o o o

Navigate to the appropriate : v
& COPCO & Historical COPs 4 Risk Factors <4 Risk Elements - Risk Categories A Performancemagsid MRO Editor 1 C') v

Entity.

COP STATUS

R ~ _— CREATE / EDIT AOP & MONITORING LATEST COP
ENTITY NAME A COGROUP CEA (LRE) COP COP STATUS INTERVAL

Click the + button in the CREATE B ; : Complete
NEW / OPEN COP column.

Align for Regions

MROEditor1 (&3

Risk Elements 4 Risk Categories erformance Consid

Then click the Open COP link.

COP STATUS

ThlS Wlll Open the new COP to the ENTITY NAVE A COGROUP CEA (LRE) :iSEATE‘EE"T COP STATUS :I:?EQV;TNC
General tab [A] where you can 9000008 - Second Bame Dy Frday Enly in RO b cor v it

review basic information, such as : — . -
the Registrations assi gned to this COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO
COP, the CEA, the COP Status, etc.

Performance Considerations ~ Oversight Strategy ~ Applicable Standards and Requirements ~ Supporting Documentation =~ COP History

General

Registration(s) NCR9999999 - Second Game Day Friday Entity in CO Group
MRO

COP Stafus  Initiated
Compliance Enforcement MRO

Authority COP Created By MRO Editor 1
COP Created On  November 4, 2022

Approval Date

Include Multiple Registrations (Optional)

Assigned Resources

| @ Previous Page | Next Page @
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Creating a New COP

Cth the InClude Multlple o Include Multiple Registrations (Optional)
Registrations (Optional) section. -
9 []  REGISTRATIONID ENTITY NAME Relate Existing

. N O NCR9989899-MRO Second g
To add another registration to the COP: il L o
or) v NCR00102 Basin Electric Power Cooperative
Clle the link iCOH. D NCR00818 Madison Gas And Electric Company
Assigned Resources D NCR00824 MidAmerican Energy Company
SeleCt the CheCkbOX neXt tO the D NCRO0860 Omaha Public Power District
appropriate entity or entities. —
M 4 Page |1 lof10  » M &

Click Confirm.

Include Multiple Registrations (Optional)
To remove an entity from the list:

1
Clle the ChECkb (0),¢ neXt tO the &P v NCR00102-MRO Basin Electric Power Cooperative CO Group No. 79 - BEPC

entity or entities you want to
remove.

RATION ID ENTITY NAME COORDINATED OVERSIGHT GROUP

i NCR9999999-MRO Second Game Day Friday Entity

Unrelate selected elements
ksigned Resources

&R

Click the unlink icon.
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|

Creating a New COP

COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Include Multiple Registrations (Optional)

@ Assigned Resources

CIP Lead

@ Click the Assigned Resources
section to expand.

Reviewer

D FIRST NAME LAST NAME D FIRST NAME LAST NAME

This table is empty P This table is empty

For each of the roles listed in this section: &

@ Click the link icon.

OP Lead Final Approver

D FIRST NAME LAST NAME D FIRST NAME LAST NAME

&P This table is empty This table is empty

@ Check the checkbox next to
the resource(s) you want to

. Relate Existing
assign to the role.

1 NAME

v MR Editor 3

@ Click the Confirm button. | Close

[] MRO Editor 6

Notice: A Reviewer must be added to allow
that user to edit the ‘Reviewer Comments and
Approval’ section of the General tab.

A Final Approver must be added to allow the
COP to be moved to CEA Approval.
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Creating a New COP

Related IRA

Click to expand the Related
IRA section.

REGISTRATION IRASTATUS IRACREATED ON

Relate Existing

Click the link button. &R SELECT RELATED IRA

D IRAID REGISTRATION STATUS CREATED ON

Check the CheCkb 0X neXt tO O IR22-00265 NCR9999999 - Second Game Day Friday Entity in MRO Complete 11/03/2022
the mOSt recent IRA IR22-00267 NCRY999999 - Second Game Day Friday Entity in MRO In Progress (@ 11/03/2022

Click the Confirm button to
relate the chosen IRA to the

COP I ‘ lof1 > » &

COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Related IRA

D NAME REGISTRATION IRASTATUS IRA CREATED ON

NCR9999999 - Second Game Day Friday Entit
P [ Ir22-00265 b AN DI RO B i 11/03/2022

e

0 Home | @ Previous Page Next Page @



Creating a IRA Complete IRA Reviewing & o Tab IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & COP CO Tab Historical COP COP Risk COP Risk COP Risk COP Performance

New IRA Questionnaires Assessment Approving an IRA Library Library Factors New COP Approving a COP Factors Elements Categories Considerations

Creating a New COP

COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Related IRA

Click to expand the Related
ICA section.

Related ICA

RISK CATEGORY PRACTICES AND CONTROLS AS.. CREATED ON MODIFIED ON

Click the link button to relate
an existing ICA or click the +
button to create a new ICA.

Internal Controls Assessment

Name  <Value will be generated>

Fill in the ICA form (A) and click D"C‘mm £

and Operational

the Update button on the Concems
Internal Controls Assessment
window when finished.

Process &

Click the Update button.

Actions

Instructions  Please select the next action step in the section to the
right. Please note that if no check box appears, this

: : might mean that you do not have the required access

RegIStered Entity Responses rights to move the COP to the next step. Only Final

Approvers can move COP to CEA Approval status.

Control Objective &
Click here to open COP Report
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Creating a IRA
New IRA Questionnaires

Complete IRA
Assessment

Reviewing &

Approving an IRA L HeREL

IRA ERPQ
Library

IRA RFQ
Library

IRA Risk
Factors

New COP: Risk Categories

To select the Risk Categories for a COP, open
the relevant COP and:

Click the Risk Categories tab.

Then click the + button to set a new
priority or click a number to edit.

Select a Priority number from
the Priority dropdown.

Click the Include in COP Report
checkbox to include on the COP
report and to add its Risk Category
information to Applicable Standards
and Requirements table.

Type a justification for your priority
in the Justification text box
(viewable to the entity)

Click the Update button.

Click the Update button.

Notice: Any narrative in the Justification
box will be visible to the entity.

ml Risk Categories

Considerations

Creating a
New COP

Reviewing &

Approving a COP R

Oversight Strategy

ategories

RISK CATEGORY

PRIORITY INCLUDE IN COP

Applicable Standards and Requirements

COP Risk
Factors

COP Risk
Elements

COP Risk
Categories

COP Performance

Historical COP Considerations

Supporting Documentation ~ COP History

RISK CATEGORY LANGUAGE

Another 4.5 test

Asset/System Identification

3 @ Yes

+

Create COP Risk Category Prioritization

Related COP

Risk Category

Risk Category

COP22-00090 NCR9999899 - Second Game Day Friday Entity in MRO

Asset/System Identification

description of something

The identification and tracking of assets and BES Facilities is
required and critical to BPS reliability. Failure to correctly identify,

Risk Category Prioritization

Priority |

Include in COP Report?

Justification

sl

Identity Management and Access Control
Imaginary Parts

Long-term Studies/Assessments.

Modeling Data
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New COP: Performance Considerations

0 3 (el-h T =R Sl o= 1L Sl Performance Considerations tegy  Applicable Standards and Requirements ~ Supporting Documentation =~ COP History
To select the Performance Considerations __L

for a COP, open the relevant COP and: e ek S

SCORE JUSTIFICATION

Affiliates +
CliCk the Performance Compliance History Edit Scoring Average
CODSiderations tab' Culture of Compliance =+
Then Cth the + button to set a new GEierair OutsEs Create Performance Consideration Scoring
priority or click Edit Scoring to itemal Gontols berformance Conideration
modlfy_ Misoperations ) o
Related COP  COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO
g System Evenls Related Performance  Affiliates
Select a rating from the Consideration
Performance Rating dropdown. M 4| e | o _
Performance Consideration Scoring
Type a justification for your rating in Performance Rating | ~None -
the Justification text box. Overall COP P WP S e Weaker
Performance De| s sc%ring Average
Stronger
Click the Update button.

Notice: Any narrative included in the Score Justification
box will be visible to the entity in Appendix A of the
Compliance Oversight Plan. cose

i S e

.
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New COP: Performance Considerations

A\
@ Select an Overall Positive COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO
Performance Decision from the

dropdown. -

Misoperations

+

System Events

M« Page‘ﬂ lof 1 r M2

@ Type a justification for your decision
into the Justification textbox.

. Overall COP Positive Performance Decision
Click the Update button to save
the COP, e L

-- None —

-

Please provide a

justification for the given Without Demonstrated Positive Performance
Overall COP Positive
Performance Decision

With Demonstrated Positive Performance

Internal Controls (Placeholder)

Notice: Any narrative in the Overall COP
Positive Performance Decision boxes will be Close
visible to the entity. _— — <1/ "
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New COP: Oversight Strategy

N\
COP22-00090 NCR9999998 - Second Gz

To select the Oversight Strategy for a COP,
open the relevant COP and:

General  Risk Categories sieinEhled @ L el Sl  Oversight Strategy e i porting Documentation =~ COP History

@ Click the Oversight Strategy tab. Select Oversight Strategy

Overﬂghtcst;ategy ‘ Ca[egury 3 w ‘ Please update the form after selecting an oversight strategy from the dropdown on the left, to see this change being reflected in
ategory d

the table belowr
-- None -

Select an Oversight Strategy

Category from the dropdown. Categoryt

Category 2 TARGET MONITORING

INTERVAL PRIMARY CMEP TOOLS

SELECTED  CATEGORY

Category 3

strated positive performance & 5 Compliance Audit (on/off-site), Self-
very 1-dyears Certification, Spot Check

Category 4
ted positive performance c 24 Compliance Audit (on/off-site), Self-
Category § Ve e e Certification, Spot Check

Every 3-5 years

Category 6 demonstrated positive Compliance Audit (on/off-site),
I A, Self-Certification, Spot Check

Represents an entity that has moderate inherent risk with demonstrated positive performance Compliance Audit (off-site), Self-

Vi 44
considerations Every-Giyears Certification, Spot Check

Represents an entity that has lower inherent risk without demaonstrated positive performance Compliance Audit (off-site), Self-
Every 5-7 years o
considerations Certification, Spot Check

Represents an entity that has lower inherent risk with demonstrated positive performance Compliance Audit (off-site), Self-
N Every 6+ years PR
considerations. Certification, Spot Check
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New COP: Oversight Strategy

@ Type in a COP Report Narrative Narrative and Comment

COP Report Narrative

Type in an Oversight Strategy
Comment.

Oversight Strategy
Comment

@ Click the Update button.

(ILEICE  Close

Notice: Any narrative in the COP Report
Narrative box will be visible to the entity.
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New COP: Applicable Standards & Requirements

SV o — e AN A —
COP22-00090 NCR9999999 - e Day Friday Entity in MRO

To view the Applicable Standards and

Requlrements for a CO P Open the releval’lt General  Risk Categories =~ Performance Considerations  Oversight Strategy [alejslile=ls CRIEGLECEEWRRERIIEGELCE  Supporting Documentation ~ COP History
)

COP and:

Applicable Standards and Requirements

COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Click the Applicable Standards
an d R e quil' em ent S t ab =+ Click here to Retrieve Applice General  Risk Categories ~ Performance Considerations ~ Oversight Strategy  a\eldlle=lV RS ElEIERE T WRREL{TIE Syl ]

Applicable Standards and R COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Click the + button to retrieve the R |
standards and requirements.

Edit Applicable Requirements
A NOTE: To view changes in the table below, it is necessary to refresh the table Applicable Standards and Requirements
Once the NOTE in red (A) is visible, I—:

click the Refresh button to populate B
the standards and requirements into T 7ot s i, sy s i

the form.

General Risk Categories  Performance Considerations ~ Oversight Strategy  [aNsJslP=lERSERGEIGEENRREVIIE I  Support

REQUIREMENT EFFECTIVE DATE INACTIVE DATE RISK FACTORS RISK CATEGORY

Balancing Authority (BA)

You have the option to edit the applicable N - Bamorg o @)
requirements list (B), if needed. After 9 I I Balancing Autrory (84)

Coordination ( Medium ) IR Level-

making a change, click refresh (3) to aALo023R1 w2015 Balancing Auhory (84

Coordination ( Medium ) IR Level-

update the list. Close BAL-002-3 R2 0410112019 Balancing Authorily (8A)

Coordination ( Medium ) IR Level-

Balancing Authority (BA)
Coordination ( Medium ) IR Level-

@ CliCk the Update button. BALoz 2R 10072020 ?}i‘jrﬂdcu‘wmagt\::TIT{:E{\LE?MA))IR Level-

Balancina Authoritv (BA)
~ ——— =)
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New COP: Supporting Documentation & COP History

S5 S
= Y

\\) fk oa: A 3 - S

To add any Supporting Documentation or COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

view the COP History, open the relevant
C OP an d General Risk Categories  Performance Considerations  Oversight Strategy ~ Applicable Standards and Requirements  [s{islelelgiiglenlele¥in = Ellely] m

Instructions  Please upload Suppezi=a Materials relevant to this COP below and specify the content of the file(s) in the comments section.

Click the Supportlng o Supparting
Documentation tab.

Supporting
Documentation Comments

Click the Attach file button to
upload any supporting files.

Type any comments into the

Supporting Documentation COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO
Comments textbox.

General Risk Categories  Performance Considerations

Click the COP History tab. COP History

Oversight Strategy ~ Applicable Standards and Requirements ~ Supporting Documentation [elelse[E(]s1

MONITORING INTERVAL FINALIZED DATE

Click the name of a historical COP to L
view its details. COP22-00069

Every 3-5 years 11/04/2022
Click the Update button.
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Creating a IRA
New IRA Questionnaires

Complete IRA
Assessment

Reviewing &
Approving an IRA

IRA CO Tab

IRA ERPQ IRA RFQ IRA Risk
Library Library Factors

Reviewing & Approving a COP

Once the Compliance Oversight Plan is
ready for review:

@ Navigate to the appropriate entity
and click Open COP.

©,
O,

Scroll down on the General tab.

Click to expand the Assigned
Resources section.

Ensure a Reviewer and a Final
Approver are linked.

< CcoP

COP STATUS

ENTITY NAME

Creating a
New COP

Reviewing &

Approving a COP R

GEA (LRE) SATE /EDIT

Historical COP

COP Risk
Factors Elements

COP STATUS

COP Risk COP Risk

Categories

Align for Regions

MRO Editor 1

LATEST COP
FINALIZATION DATE

MONITORING
INTERVAL

COP Performance
Considerations

v

G

NCR9999999 - Second Game Day Friday Entity in MRO

NCR989898989898 - Align Prod Integration Test in MRO

NCR55555 - Test Company 2-1 in MRO

MRO JcoP +
MRO +
MRO +

COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

I General ‘ es  Performance Considerations

General

Oversight Strategy ~ Applicable Standards and Reguiremenis

Complete ’
"
"

Supporting Documentation

Every 3-5 years 11/04/2022

COP History

Assigned Resources

CIP Lead

FIRST NAME LAST NAME

This table is empty

OP Lead

FIRST NAME LAST NAME

This table is empty

FIRST NAME

Reviewer

LAST NAME

a

FIRST NAME

This table is empty

Final Approver

LAST NAME
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5 e

Reviewing & Approving a COP

Click to expand the Actions COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO
section.

Risk Categories gnce Considerations  Oversight Strategy =~ Applicable Standards and Requirements ~ Supporting Documentation ~ COP History

Check the Move to CEA Review
checkbox.

Actions

Instructions  Please select the next action step in the section to the Move to CEA Review
i e t if no check box appears, this

Click the Update button.

ONONO

ext step. Only Final
EA Approval status

Click here to open COF Report
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Creating a Complete IRA Reviewing & o Tab IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & COPCOTab  Historical COP COP Risk COP Risk COP Risk COP Performance

New IRA Questionnaires Assessment Approving an IRA Library Library Factors New COP Approving a COP Factors Elements Categories Considerations

pe
SO 5
H;‘

Reviewing & Approving a COP St

Align for Regions v

Once the COP review is complete, the
people designated as Reviewer(s)
selected in the Assigned Resources
section need to:

MROEditor: (5>

- Risk Elements -A- Risk Categories

{- Performan

COP STATUS

- CREATE / EDIT b MONITORING LATEST COP
NANVS CO GROL CEA (LRE) COP STATUS -
ENTITY NAME A COGROUP CEA (LRE) cop COP STATU: INTERVAL FINALIZATION DATE

econd Game Day Friday Entity in MRO MRO Vi Complete

NaVl gate to the approprlate entity N Align Prod Integration Test in MRO MRO g
and CliCk Open CO P. N ny 2-1in MRO MRO ]

NCR44444 - Align Integration Test 2 in MRO MRO l’
NaV]gate to the General tab. NGR12105 - Dakota Range Ill, LLG in MRO MRO

Click to expand the Reviewer COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Comments and Approval section.

Risk Categories ~ Performance Considerations ~ Oversight Strategy ~ Applicable Standards and Requirements ~ Supporting Documentation ~ COP History

Click the + button. General

GNONONO

Reviewer Comments and Approval

REVIEWER READY FOR APPROVAL REVIEWER COMMENTS

MR No
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Creating a IRA Complete IRA Reviewing & IRA ERPQ IRA RFQ IRA Risk Creating a Reviewing & COP CO Tab Historical COP . ; _
Elements Categories Considerations

New IRA Questionnaires Assessment Approving an IRA el Library Library Factors New COP Approving a COP Factors

Reviewing & Approving a COP

Check the Ready for Approval ‘ | .
CheCkb OX. 7 Create COP Reviewer Approval ! x

Add any comments to the Related COP  COP22 3ICRI99999 - Second Game Day Friday Entity in MRO
Comments textbox. Ready for Approval [ @

Comments

Click the Update button. @

Click the Update button.

ONONONO

Related ICA

Actions

)
¢
Instructions  Please select the next action step in the section to the Move to CEA l
right. Please note that if no check box appears, this
might mean that you do not have the required access Move
rights to move the COP to the next step. Only Final
Approvers can move COP to CEA Approval status.

Click here to open COP Report

@ close
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Reviewing & Approving a COP

Once the COP is ready for approval, the
people designated as Final Approver(s) in
the Assigned Resources section need to: COP STATUS

+ Action succeeded

Navigate to the appropriate - S - GREATE /EDIT _
COP

Entlty and Clle the Open CO P NCR9999999 - Second Game Day Friday Entity in MRO Open COP  View COP CEA{

link.

Click to expand the Reviewer
Comments and Approval section. REVIEWER

MRO Editor 3 Yes

@ Reviewer Comments and Approval

READY FOR APPROVAL REVIEWER COMMENTS

Here are my thoughts about this COP.

Clle the VieW llnk COP Reviewer Approval

Related COP COP22-00090 NCR9999999 - Second Game Day Friday Entity in MRO

Read the reviewer’s comments
. Ready for Approval Yes
and CIICk Up date- Reviewer Comments  Here are my thoughts about this COP.

Check the Move to CEA Approval Actions
Move to CEA Approval «+ q:’

Related ICA

Instructions  Please select the next action step in the section to the
Ch eCkb OX right. Please note that if no check box appears, this
might mean that you do not have the required access Move to Cancel [ ]
rights to move the COP to the next step. Only Final
Approvers can move COP to CEA Approval status.

@
@,

Click the Update button to ,
Close Click here to open COP Report
change the COP status to CEA

Approval. N
\ @ Close

e —
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e
e

i G R

HL i

Reviewing & Approving a COP SN

Once the COP has been reviewed and | o . —
approved, the person(s) designated as Final
Approver needs to:

@ Navigate to the appropriate
Entity and click the Open

A- Risk Elements
COP STATUS

+ Action succeeded

CREATE / EDIT

ENTITY NAME a COGROUP CEA (LRE) COP

N econd Game Day Friday Entity in MRO MRO Open COP  View COP

COP link.

- @ Actions
@ Clle to expand the ACtions Instructions  Please select the next action step in the section to the Move to Complete [ ] @

o right. Please note that if no check box appears, this
section. might mean that you do not have the required access
rights to move the COP to the next step.

Check the Move to Complete Gick here 1o open COP Repor
checkbox.

copP v Align for Rey

@ Click the Update button to
change the COP Status to
Complete.

=
=

e —————— T T

) Risk Elements 4 Performance Con

+ Action succeeded

Notice: You can click the COP Report link (A) to
Opel’l th e Compllal’l ce OverSIgh t Plan as a pdﬁ ENTITY NAME a COGROUP GEA (LRE) BSE’”E /EDIT COP STATUS :ﬁ?gg\;ﬁ"‘[

Complete @ ve ars 11/04/2022
Once the IRA is in a status of Complete, the option to open and
edit the IRA will no longer be available. At this point, users can
View COP or create a new COP with the + button (B).
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COP CO Tab

Align for Regions v

The COP CO tab functions similarly to the oo BT - N BT BTE— E— y : wodtors G
COP tab, except this is where you will go to COP STATUS CO GROUPS

create, edit or view COPs for groups in 00 GROUP NAVE orenco coP sTATUS NTERVAL FINALIZATION DATE
Coordinated Oversight (CO). €O Group No. 1-AEP VIEWCOFG

CO Group No. 12345 - Victor l’

@ Click the COP CO tab_ CO Group No. 15b - Duke Renewables.

€O Group No_ 2 - AES COP22-00091 CO Group No. 21 - NextEra

CEA Review \’ Every 1-3 years

CO Group No. 21 - NextEra

1 1 [e=h Sl Risk Categories ~ Performance Considerations ~ Oversight Strategy ~ Applicable Standards and Requirements ~ Supporting Documentation ~ COP History
@ Navigate to the appropriate CO S | Genera |

Group and click the + button, Open P General
CO P llnk, or View COP hnk' GO Group No. 27 - Kiowd Registrations  NCR10019 - NextEra Energy Resources, LLC in RF; CO Group  CO Group No. 21 - NextEra

NCR10019 - NextEra Energy Resources, LLC in SERC;
CO Group No. 30 - MISO NCR10019 - NexiEra Energy Resources, LLC in TXRE; COP Status  Initiated
NCR10019 - NextEra Energy Resources, LLC in
WECC; NCR10019 - NextEra Energy Resources, LLC COP Created By ~ MRO Editor 1
in MRO; NCR10019 - NextEra Energy Resources, LLC
in NPCC

CO Group No. 32 - MISO-RSG

CO Group No. 33 - Montana-Dal

Notice: You fill out the COP CO form (A) ocmmnesmems | pead Reglonal Bty (L) VRO

in the same manner you W0u1d COP Created On  November 4, 2022
complete a Compliance Oversight Plan
form for an individual entity.

CO Group No. 41 - Southern Approval Date

P 1 . . . .
=oe Include Multiple Registrations (Optional)

Assigned Resources
Reviewer Comments and Approval

Related IRA
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Creating a IRA
New IRA Questionnaires

Complete IRA
Assessment

Reviewing &
Approving an IRA

Historical COPs

IRA CO Tab

The Historical COPs tab gives to a list of
all past COPs. To open a historical COP:

@ Click the Historical COP tab.

@ Click on the relevant COP Name
to open and review.

IRA ERPQ

IRA Risk
Factors

IRA RFQ
Library

Creating a
New COP

Reviewing &

Library Approving a COP

¢ Historical COPs

HISTORICAL COPS

D COP NAME REGISTRATION(S) / CO GROUP NAME

COP CO Tab

COP Risk
Factors

Historical COP

MONITORING INTERVAL

COP Risk
Elements

COP Performance
Considerations

COP Risk
Categories

Align for Regions v

MROEditor1 (3

Registration / CO Group Q|

FINALIZED DATE

COP22-00013 NCR00082 - Plains End [I, LLG in WECC

COP22-00014

O d

ICR0O0024 - Florida Power & Light Co. in SERC

O

COP22-00018 CO Group No. 33 - Montana-Dakota

COP22-00022 NCR00170 - Benton County Wind Farm, LLC in RF

COP22-00027 CO Group No. 33 - Montana-Dakota

O g o

COP22-00038 ICR00168 - Lakewood Cogeneraticn, LP in RF

a

COP22-00053 NCRO00024 - Florida Power & Light Co. in SERC

COP22-00078 NCRO0086 - Boise-Kuna Imigation District in WECC

COP22-00082 NCR00086 - Boise-Kuna Irrigation Districtin WECC

[

COP22-00083 {CR0O0086 - Boise-Kuna Irrigation District in WECC

O

COP22-00085 NCRO00125 - DGC Operations, LLC in WECC

O

GCOP22-00089 NCR9999999 - Second Game Day Friday Entity in MRO

4 Page |1

Every 3-5 years

Every 4-6 years

Every 5-7 years

Every 6+ years

Every 5-7 years

Every 2-4 years

Every 1-3 years

Every 6+ years

Every 3-5 years

Every 1-3 years

Every 1-3 years

Every 3-5 years

07/14/2022

07/15/2022

07/25/2022

07/21/2022

07/25/2022

07/28/2022

08/31/2022

10/05/2022

10/05/2022

10/06/2022

10/06/2022

11/04/2022

| @ Previous Page
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COP Risk Factors

The Risk Factors tab is for reference only. Alignfor Regions v/

4 Risk Factors sk Elements A v RO Editors (>

To access the information here:

Select Function

Click the Risk Factors tab.

Select CEA NAME RISK FACTOR LANGUAGE FUNCTIONS

Balancing Authority (BA)
Click on the name of the risk A Goordination

CIP - External Electronic

faCtOI' you Want tO I'eVleW. A Communication o & B DR R COR ROETO TR

A CIP - Impact Ra A o BA, DP, GO, GOP, RC, TO, TOP

o BA

Click through the tabs (Overview, Y
Standards & Requirements’ /\ Balancing Authority (BA) Coordination

REIatEd Functions’ and Related OVERVIEW  STANDARDS AND REQUIREMENTS ~ RELATED FUNCTIONS  RELATED CEA
CEA) Wlthln the RISk Factor form Name * Balancing Authority (BA) Coordination

tO eXp]ore ltS detalls. Risk Factor Status * Active

. Risk Factor Language -
Click the Close button.

Risk Factor Criteria

Notice: The Risk Factors tab includes a robust
ﬁltering funCtion (A) and Warning icons (B) S You can High Risk Factor Criteria Entity's BA Area has greater than 10,000 MW of generation capacity - or - Entity’s BA Area has greater than 5,000 MW of generation capacity and its Generation to Peak Load ratio is more than
hover over the icons to see the warning, but NERC 12

Wlll need to Intervene to correct any ISSUes. Medium Risk Factor Criteria Entity's BA Area has between 5,000 - 10,000 MW of generation capacity
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COP Risk Elements

The Risk Elements tab is for reference only.

Align for Regions v

TO access the lnfOI'matIOIl here: < COP ole) $ Historical COPs ] - Risk Elements 4 RiskC A~ Performance Considerations MROEditor1 (>

@ Click the Risk Elements tab. e )| Seerch- @ @

NAME RISK ELEMENT DESCRIPTION ERO RISK? CEA

@ Clle on the name Of the risk A 4.5UAT ERO TEST description Yes @ Applicable to all regions
element you Want tO reV]eW. Extreme Events UAT Yes @ Applicable to all regions

/\ Gaps in Program Execution UAT Yes I3 Applicable to all regions

@ Click through the tabs (Overview i Yodes mpeesnasanmsemmnd
and Related Standards & 1 ol 8 e
Requirements) within the Risk A ramore ol ! _TEATED STANDARDS 0 REQUREMETS
Element form to explore its details.

A\ Supply Ch

A Test ADF
@ Chck the Close button_ NAME EFFECTIVE DATE INEFFECTIVE DATE

A\ Test ADF

CIP-008-6 R2. January 01,2021

A Tans Dial

Notice: The data in the Risk Elements tab can be CIP-009-6 R1. July 01, 2016
downloaded by clicking the download icon (A). You
can hover over the warning icons (B) to see what
the warning is, but NERC will need to intervene to
Correct any issue5_ CIP-009-6 R2. July 01,2016

CIP-008-6 R1. January 01,2021

TOP-002-4 R4. April 01, 2017
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COP Risk Categories

The Risk Categories tab is for reference only. Align for Regions

- Risk Categories nsic MROEditor1 (&>

To access the information here:

Search d &
@ Click the Risk Categories tab.

NAME RISK CATEGORY LANGUAGE STATUS

. . Another 4.5 test description of something Active
@ Click on the name of the risk

. Asset/System Identification The identification and tracking of assets and BES Facilities is required and critical tc Active
category you want to review.

Asset/System Management and Maintenance BPS reliability depends on an entity’s success in tracking, managing and maintaining Active

@ Click through the tabs (Overview Asset/SysterBhvslcal Praiection Fallue o ensute physical protection of BES assets could fead to scesss brunautho - Actie
and Related Standards & Emergency Of [ Asset/System Identification
Requirements) within the Risk Entity Goorafill ‘OVEIRIEN /RELATED GTANEARDS ANTREQHEMENTS
Category form to explore its details. dentity Mana

General Information

Imaginary Pa
@ Clle the Close button. Name * Asset/System Identification

Long-term St

M A Al Pt Risk Category Description  The identification and tracking of assets and BES Facilities is required and critical to BPS reliability. Failure to correctly identify, document, and track items may result in gaps and
Notice' The data in the RlSk Categories tab can be compromise the integrity and reliability of the BPS.

downloaded by clicking the download icon (A). Risk Category Status Active
You will can hover over warning icons (B) to see

what the warning is, but NERC will need to

intervene to correct any issues.
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COP Performance Considerations SN

The Performance Considerations tab is Align forRegions v
fOI‘ reference Only OP olo ) sto 4 Ris 4~ Risk Elements 4 Risk - Performance Considerations |\ MROEditor1 (>

To access the information here:

Search...

Clle the Performance NAME PERFORMANCE CONSIDERATION LANGUAGE
Considerations tab.

Affiliates This performance consideration relates to the Affiliates.

Cl]Ck on the name Of the I‘]Sk Compliance History This performance consideration relates to the Compliance History.
consideration you want to review. Culture of Compliance

[ Misoperations

Generator Outages

Click the Close button. OVERVIEW

Internal Controls

Misoperations General Information

NOTICE: The data in the Performance System Events
Considerations tab can be downloaded by o
clicking the download icon (A). You can hover e e B o Misoperations
over warning icons (B) to see what the p e e
warning is, but NERC will need to intervene to Status *
correct any issues.

Name * Misoperations

Active
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Appendix: Revision History

Revision Date | Brief Description of Updates

Initial release of guide

Corrected typos
Updated steps and screenshots to match recent updates in IRA and COP module
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