Practice Exercise 1.0

Five (5) high level steps of the Compliance Monitoring and Enforcement process are displayed here. Order these steps by
entering the appropriate position number (#) for each, starting with #1 and ending with #5.
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Check for duplicates of finding
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Review the scope and risk Decide on the appropriate
of the issue disposition
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Evaluate enforcement options Create a finding
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks
something like the model on the right.
@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard Mitigation RFls

@ Create a Finding

@ CEA Screen & Review

@ Send any RFls Entity Completes Milestones
@ CEA Assigns Disposition Consolidate Milestones

(if necessary)
@ Entity Submits Mitigation
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Accessing Reviewing the Creating a Updating a Preliminary
Align Dashboard Finding Finding Screening

Accessing Align

PNC Review  Sending an RFl Enforcement Notifications _Clas!ng SEik- e
Processing Dispositions and CVs

Once you have access to Align, log in using
your login credentials.
=, BWise Logon

.\
i 3 ) Enter your Align User Name
“'-B’-"o’

¥
(\\i } Enter your Align Password
=

i 3 } Click the OK button
|

Application Exercise 1.1

Review the contents of User Reference Guide (URG pg. 2). Assuming that you
have an active ERO portal account, follow the steps on URG pg. 3 to log into the
Align system using your username and password.
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The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks
something like the model on the right.
@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard Mitigation RFls

@ Create a Finding

@ CEA Screen & Review

@ Send any RFls Entity Completes Milestones
@ CEA Assigns Disposition Consolidate Milestones

(if necessary)
@ Entity Submits Mitigation
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Align Learning Resources

| Nust Page &

Align Solutions Platform (Web page) | User Resource Guide (URG)
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Align Video Series

NERC

—_—
NORTH AMERICAN ELECTRIC %
RELIABILITY CORPORATION
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Preilmln_ary PNC Review  Sending an RA Enforcement Notifications _dos!qg ek et
Screening Processing Dispositions and CVs

CMEP

Mitigations

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks —~
something like the model on the right. @

Preliminary
Screening

Log in to Align Update/Resubmit mitigation
Review the Dashboard @ Mitigation RFls

Create a Finding Mitigation Extension Requaﬁ:_é‘

CEA Screen & Review @ NERC review (Mit Plan only) '?' i
Send any RFls @ Entity Completes Milestones i

CEA Assigns Disposition @ Consolidate Milestones
(if necessary)

R ——— -

Entity Submits Mitigation
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Reviewing the Creating a Updating a Preliminary Enforcement Closing Settlement EALAE - Entﬁy ) 1 CMED Search

Dashboard Finding Finding Screening e\ S an R NaIBiED R Dispositions and CVs

Logging In Processing

Creating a Finding

To create a finding in Align,
navigate to the Compliance
Monitoring View B o MyAion - MiG Editor 1

, . Gompliance Manitoring

sl I
PNC Processing { ! NEWS AND UPDATES
- « o Py Enforcement Processing 0 YO O LS e
‘ 1 ’ Click the dropdown arrow B e T T NEWS AHD UPDATES
woion, Mitigation Management {101 Enforcerment Processing Aens, e

SECT EMEP Activity Search
Activity

il Entity Information

Select the Compliance Monitoring . )
view i Compliance

- Create Finding

() T —

entity you want to create a finding for

Application Exercise 1.3
Using the "Create a Finding” User Reference Guide (URG pg. 9-21), create and
submit a finding on the Align platform.

o




PNCReview  Sending an RA Enforcenilent Notifications _dos!qg SEite mek
Processing Dispositions and CVs

Accessing
Align

Release 1 Process Flow

Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

Preliminary
Screening

Mitigations C.MEF’ Activity

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- _

terim ways to handle other kinds of findings p— ' petminar
as well; at a very high level the scope looks " ==
something like the model on the right.

@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Mitigation RFls

@ Create a Finding Mitigation Extension Requa_;ﬁ:_é‘

@ CEA Screen & Review @ NERC review (Mit Plan only) J. '_
@ Send any RFls @ Entity Completes Milestones

@ CEA Assigns Disposition @ Consolidate Milestones
(if necessary)

S —— - ——— - -

@ Entity Submits Mitigation
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Enforcement
Processing

Closing
Dispositions

Updating a
Finding

Preliminary
Screening

Reviewing the
Dashboard

Updating a Finding

Creating a
Finding

Logging In PNC Review  Sending an RFI Notifications SZT:RESM ¥ GMEP Search

After an entity submits a finding, they

lose the ability to update the record. 5 Ml
However, they can send you Finding .y, Compliance Moritoring
Updates,which contain information NG Prpsd 0

| Enforcement Processing NEWS AND UPDATES

that you can add to the PNC record. /‘d

Mitigation Management

You can find these updates under the EMOrSt P Acthvty Search
Enforcement Processing view. ioasio Entiy Informetion

Reporting
@ Click the dropdown arrow to
change views

( 2 ) Click on the Enforcement Process- S + 1% Sort Ascending
ing view ] 1% Sort Descending

ITEMS AWAITING | pue

@ Sort or Filter the table to loczi- ——— S—
finding updates Application Exercise 1.4

Following the steps outlined in the User guide (URG pg. 22-25), respond to the
finding update assigned to you.
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings = I w simiary
as well; at a very high level the scope looks : | :
something like the model on the right.

@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Mitigation RFIs
@ Create a Finding Mitigation Extension Requa_;ﬁ:ff‘

)

@ CEA Screen & Review @ NERC review (Mit Plan only)

@ Send any RFls @ Entity Completes Milestones y i .
Yo

I
@ CEA Assigns Disposition @ Consolidate Milestones

(if necessary)

R

@ Entity Submits Mitigation

Y
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Updating a Preliminary
Finding Screening

Accessing Reviewing the
Align Dashboard

Preliminary Screening (Assigning)

Creating a
Finding

Enforcement Notifications Closing Settlement Mitigations CMEP iizurb,«

(R S JRFTR Processing Dispositions and CVs

My Align

You can perform the screening o
from the PNC Processing view ) - =
i ) i Compliance Monitoring
or you can assign it to a team o Processng
member. To assign it: G Ertomes Prveins P | - j—

., Mitigation Management

1 : j 5".""?". GMEP Actvi oo
Nawgate to the PNC Process- réorTed - Entiy Inforg —
ing view

-
PNC 2 .'|_._'.'|,-;:f_' 4

@ Click on the Unique ID of the cenor Lhe, (ARG

finding you want to screen .2 assignedro

@ Click the link button in the ; U #7
Assigned to section . '

Select the checkbox next to the e e - '

“./ person you want to assign thr h
screning to Application Exercise 1.5

@ Click the Confiin Biitoe Follow the steps outlined in the User guide (URG pg. 27-29) to carry out the

preliminary screening process on your assigned finding.

@ Click the Save button

(@ Previous Page | Next Page ®)

i II Mouse over for more information




Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

Preliminary
Screening

Logging In

Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks
something like the model on the right.
@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard Mitigation RFls

@ Create a Finding

@ CEA Screen & Review

@ Send any RFls Entity Completes Milestones
@ CEA Assigns Disposition Consolidate Milestones

(if necessary)
@ Entity Submits Mitigation
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Enforcement
Processing

Closing Settlement CMEP Activity

Preliminary o,
Dispositions and CV/s Mitigations Search

Screening

Accessing
Align

PNC Review
N

Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

PNC Review  Sending an RFI Notifications

Align for Re
After a Finding has passed
the Preliminary Screen, it Gomidinos oriioing
moves on to PNC Review. To ' PNG Processing

begin the PNC Review: 4 Enforcement Processing.

My Align M

NEWS AND UPDATES

P GMEP Activity

Navigate to the PNC v elminary Seseane. EREL
. : Mmoo Entity Inlorml b
Processing view v ang POTENTIAL NONCOMPLIANGES IN REVIEW

Reporting

G) Click on the PNC Review b
. : 2
tab - =

@ Click on the Unique ID 2020005k °b 2
30 TR [ 2

of the PNC you want to
review =

Application Exercise 1.6
Follow the steps outlined in the User guide (URG pg. 30-40) to complete a PNC
review for their assigned finding.

(@ Previous Page | Next Page ®




Dismissal

Preliminary PNC Enforcement . .
Screening Review rocessing _ Compliance Exception
l l Find, Fix, Track

Settlement

Conhrmed Vialation



Settlement
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Screening

Closing
Dispositions

CMEP Activity
Search

Accessing
Align

PNC Review
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Align for Re

B o MyAlgn M
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PNC Processing o NEWS AND UPDATES
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Application Exercise 1.7

Navigate to the PNC Processing view and practice linking your PNC record to an
existing Enforcement Action, then practice unlinking the same record from the
Enforcement Action.
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings = I w simiary
as well; at a very high level the scope looks : | :
something like the model on the right.

@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Mitigation RFIs
@ Create a Finding Mitigation Extension Requa_;ﬁ:ff‘

)

@ CEA Screen & Review @ NERC review (Mit Plan only)

@ Send any RFls @ Entity Completes Milestones y i .
Yo

I
@ CEA Assigns Disposition @ Consolidate Milestones

(if necessary)

R

@ Entity Submits Mitigation

Y
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings = I w simiary
as well; at a very high level the scope looks : | :
something like the model on the right.

@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Mitigation RFIs
@ Create a Finding Mitigation Extension Requa_;ﬁ:ff‘

)

@ CEA Screen & Review @ NERC review (Mit Plan only)

@ Send any RFls @ Entity Completes Milestones y i .
Yo

I
@ CEA Assigns Disposition @ Consolidate Milestones

(if necessary)

R

@ Entity Submits Mitigation

Y
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings = I w simiary
as well; at a very high level the scope looks : | :
something like the model on the right.

@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard @ Mitigation RFIs
@ Create a Finding Mitigation Extension Requa_;ﬁ:ff‘

)

@ CEA Screen & Review @ NERC review (Mit Plan only)

@ Send any RFls @ Entity Completes Milestones y i .
Yo

I
@ CEA Assigns Disposition @ Consolidate Milestones

(if necessary)

R

@ Entity Submits Mitigation

Y

(® Previous Page | Next Page ®




CMEP Activity
Search
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Accessing Reviewing the Creating a Updating a Preliminary ! ) Enforcement =5 N Closing Settlement
Align Dashboard Finding Finding Screening SNEtcwen . Serding ol i) i NGO Dispositions and CVs

Enforcement Processing (Open EAs)

Mitigations

ﬁ‘ My Align

After you complete the PNC Review,
Align creates an open Enforcement
Action (EA) for the PNC. Open EAs

N PNC Processing
need to be assigned to a new or .
existing disposition. To assign to a /4 R —
new disposition: CMEP Activity Search

%DWJ"HQ”

. Compliance Monitonng
g

shboard = ! are i
Gumplfance Morﬂlnrh\q

Align for Reg

@ Navigate to the Enforcement § o onenc v,

i Z ;
Processing view OPEN ENFORCEMENT ACTIONS

@ Select the Open Enforcement
Action tab to see all EAs B

2
@ Click the Unique ID of an EA ~
NOTICE ayelow et L Application Exercise 1.10
Enforce}nenmmon iocord filice Use the steps outlined in URG (Pg. 43-47) to assign the Enforcement Action
it has not yet been assigned to a created for your finding's PNC to a new disposition (CV, CE or FFT).
position

Py
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CMEP Activity

Search

Updating a
Finding

Preliminary
Screening

Accessing
Align

Enforcement Processing (Dispositions)

Reviewing the
Dashboard

Creating a

Enforcement Notifications Closing Settlement
Finding .

Processing Dispositions and CVs R ons

PNC Review  Sending an RF

Dispositian

There are a few additional fields to
fill out if you selected a disposition Disposition Information
of Settlement. None of these are R e = D -
required at this point, but you fill in i it Fiscpss déedt Oin

the information if you have it.

Select a status from the Settlement
Status dropdown

Enter dates for the the Settlement e
Requested On and Settlement S ey
Execution Date fields

Enter the Proposed Settlement 1
Amount and Final Settlement Application Exercise 1.11

foeeey Use the steps outlined in URG (Pg. 43-50) to assign your Enforcement Action to

Attach any Settlement Agreeme a settlement or dismissal disposition.
documents
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Accessing
Align

Reviewing the
Dashboard

Creating a
Finding

Updating a
Finding

Preliminary
Screening

Enforcement
Processing

Settlement
and CVs

Closing
Dispositions

PNC Review  Sending an RFl Notifications Mitigations CMEz;E’:UM IWTE;E:: -3 Reporting

After you assign an EA to a new
disposition, you can find that
new disposition under the Active
Dispositions tab. If you wish to
change the disposition at this
point, you must first delete the
original disposition:

ACTIVE DISPOSITIONS

B3

&
@ Click the Active Dispositions <
tab = 4
@ Click the Unique ID of the 2 &
disposition you want to
delete —— - N
Application Exercise 1.12
Identify one of your newly assigned dispositions in the Active dispositions tab.
Follow the steps outlined in URG (pg. 51-55) to delete the existing disposition.
Then, relate the open EA record to your other active disposition, then practice
unlinking it again.
S —=
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Updating a
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Preliminary
Screening

Logging In

Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in-

terim ways to handle other kinds of findings

as well; at a very high level the scope looks
something like the model on the right.
@ Log in to Align Update/Resubmit mitigation
@ Review the Dashboard Mitigation RFls

@ Create a Finding

@ CEA Screen & Review

@ Send any RFls Entity Completes Milestones
@ CEA Assigns Disposition Consolidate Milestones

(if necessary)
@ Entity Submits Mitigation

Enforcement

PNC Review  Sending an RFI Notifications

Processing

Preliminary
Screening

Closing Settlement e En
Dispositions and CVs Mitigations

ity
Informatian

Reporting EMEP Search
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PNC Review  Sending an RA Enfurcer_r_lent Notifications
Processing

Accessing
Align

Reviewing the
Dashboard

Updating a
Finding

Creating a
Finding

Preliminary
Screening

Closing Settlement
Dispositions and CVs

Enforcement Processing (Notifications)

CMEP Activity
Search
_r-_-_

Mitigations

" ... AN Enforcement Processing
Before you can send a disposition g R DAESSTIE

to NERC for review, you must send SR \1y Align

a disposition notification to the s Gomgliance Moritarng
: = ACTIV
Registered Entity: FRE Pbsasdiig

- Enforcement Processing

@ Navigate to the Enforcement [> Mitigation Management
Processing view =

@ Select the Active Dispositions tab

ACTIVE DISFOSITIONS

@ Click the link in the Send Notification
column

Application Exercise 1.13
Follow the steps on URG (pgs. 56-59) and send a disposition notification to the
Registered Entity using the Active disposition created previously.

i | Mouse over for more information (® Previous Page | Next Page ®
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Align Dashboard Finding Finding Screening

Enforcement Processing (NAVAPS Notifications)

Mitigations

\

If the Disposition Type is Pend-

ing, there will be two options
displayed in the Send Notifica- ﬂi’;oﬂ UNQUED & NCR ENTITY ASE FLE ID ERCNOCH  SEND NOTIFCATION

tions column: Expedited Set- —

tlement Agreement (ESA) and > | @
NAVAPS (a). _
If you choose to send NAVAPS, . TS s, 7 (g =
there are additional fields to - i
complete to send a notification Notification
object to the Registered Entity.
Notification Type * Motics of Alleged Viclation and Proposad Penalty or Sanction
You must enter a Monetary Monetary Penalty | | W
Pena.-'ty {b) and any Non-Mon- & Non-Monetary Sanctions | US Dollar
etary Sanctions (c) assigned to
the Registered Entity in addi- Application Exercise 1.14
tion o the otherrequited AEE Follow the steps on URG (pgs. 56-60) and complete a form for NAVAPs

notifications, using your newly created disposition in "pending” status.

Mouse over for more information @ Previous Page | Next Page @
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Release 1 Process Flow

- —

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings ' ciminary
as well; at a very high level the scope looks ! 1 =
something like the model on the right.

@ Log in to Align @ Update/Resubmit mitigation \ | l

o s s e s o

Review the Dashboard Mitigation RFls z
® ®
@ Create a Finding Mitigation Extension Regut §;
@ CEA Screen & Review @ NERC review (Mit Plan orilﬁ"--‘-'}! i 4 _ g

\
(© send any Reis Application Exercise 1.15
@ CEA Assigns Disposition Access Align and create three (3) finding entries. Push these through CEA
_ . processing, completing each with a different disposition: (a) dismissal; (b) CE or

@ Entity Submits Mitigation FFT, and (c) Settlement or CV. )

T
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NERC Review (CEs and FFTs)

Before you can close a Compliance Excep-
tion or Find, Fix, and Track disposition, B T

NERC must review and approve it.
ACTIVE DISPOSITIONS

Closing

Dispositions

Settlement ey CMEP Activity
and CVs ol S Search

—

2020-00656 | 20-00020

( 1 ) Click the Unigue ID to open the
disposition

@ Click the Action dropdown

=

Disposition Information

@ Select Submit ' 0) B ,r NoN:ch
. [ <Uelaad Delate ;
Click Save and Action il 9,)
This will submit the disposition for NERC review. While in _ o
review, the record will stay or - : - D
in a status of: In NERC Proces APPIication Exercise 1.16
disposition will move to Disp Follow the steps outlined in the URG (pgs. 62, 64-66) to initiate the closings for
If they rejecs tie dRESiEE the (a) CE/FFT and the (b) Settlement/CV that you just processed
Enforcement Actions (b).
y

Mouse over for more information

(T

Save and Action Save Close
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PNC Review  Sending an RF Enforcen:lent Notifications
Processing

Reviewing the
Dashboard

Updating a
Finding

Preliminary
Screening

Accessing
Align

Closing a Disposition (Dismissals)

Creating a
Finding

Closing
Dispositions

Settement Sy CMEP Activity o
and CVs Miein Search n Reporting

Enforcement Proce

You can close a Dismissal from the
Active Dispositions tab. To close: $ Open Enforcement Actic 4~ Active Dispositions

AGTIVE DISPOSITIONS
Click the Unigue ID of the HSPOST
disposition

20-000154

E

Disposition Information
@ Click the Action dropdown : ey I ST

Y duplicate

Select Submit

Click Save and Action

The Dismissal will then move to
the Closed Enforcement Actions ot Bl

- 2 N
:Z;e:::;e it will be soyEE R Application Exercise 1.17
Follow the steps outlined in the URG (pgs. 61, 63, 67-69) to complete the
closings for each of the three dispositions you processed.
v

—
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Release 1 Process Flow

CMEP Activity
Search

Mitigations

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- _‘ ,

terim ways to handle other kinds of findings = 1 reimaar
as well; at a very high level the scope looks

something like the model on the right.

PNC Review

Log in to Align Update/Resubmit mitigation
Review the Dashboard Mitigation RFls
Create a Finding Mitigation Extension Requestv? i

CEA Screen & Review NERC review (Mit Plan only)

Send any RFls Entity Completes Milestones

CEA Assigns Disposition Consolidate Milestones
(if necessary)

Mitigating Activities Only
-

Entity Submits Mitigation
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Mitigation Status Progression

When your entity submits a mitigation, it will appear in the Mitigation Management
view in the Mitigations Awaiting Review tab. You will work with the entity and NERC
(in the case of a Mitigation Plan) to push the mitigation through the following steps.

@ cea Processing 0 Verification

@ NERC Processing & Incomplete

® Active ® complete

* Mitigating Activities Only

Mitigation

CEA
Processing

NERC
Processing
[Mit Plan
Only)

Verification

Complete




Mitigation Status Progression

When your entity submits a mitigation, it will appear in the Mitigation Management
view in the Mitigations Awaiting Review tab. You will work with the entity and NERC
(in the case of a Mitigation Plan) to push the mitigation through the following steps.

@ cea Processing 0 Verification

@ NERC Processing & Incomplete

® Active ® complete
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Application Exercise 2.1
Follow the steps outlined in the URG (pgs. 71-74), review the record of
mitigation activities assigned to you and request the "Entity” to submit them as
a mitigation plan.
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Application Exercise 2.2

Yty Following the steps outlined in the URG (pg. 75), identify the mitigation record
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Mitigation Status Progression

When your entity submits a mitigation, it will appear in the Mitigation Management
view in the Mitigations Awaiting Review tab. You will work with the entity and NERC
(in the case of a Mitigation Plan) to push the mitigation through the following steps.
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Once an Entity has completed all milestones, —
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Application Exercise 2.3
Following the steps outlined in the URG (pg. 80-81), approve your mitigation
plan and verify it as complete.
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Release 1 Process Flow

The focus of release 1 is the life cycles of

self-logs and self-reports, but there are in- N :
terim ways to handle other kinds of findings = I w simiary
as well; at a very high level the scope looks : | :
something like the model on the right.
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mitigation record under an existing EA; (b) Assume that your Entity needs to merge
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Application Exercise 2.5
Following the steps outlined in the URG (pgs. 84-87), practice searching for
CMEP activity and granting self-log permissions.
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